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[bookmark: _Toc489612093][bookmark: _Toc497144251]Exhibit A - Contractor Sales Tax Certification Forms 
Note: These forms are available at the NYS Department of Taxation and Finance website: 
ST-220-TD: https://www.tax.ny.gov/pdf/current_forms/st/st220td_fill_in.pdf
[image: ]ST-220-CA: https://www.tax.ny.gov/pdf/current_forms/st/st220ca_fill_in.pdf
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[bookmark: _Toc489612094][bookmark: _Toc497144252]Exhibit B – State Consultant Services – Contractor’s Planned Employment – Form A
	New York State Consultant Services
Contractor's Planned Employment

	From Contract Start Date Through the End of the Contract Term

	
	
	
	
	
	
	
	
	

	State Agency Name: NYS Department of Taxation and Finance
	

	State Agency Department ID: 3850000
	Agency Business Unit: TAX01

	[bookmark: Text10]Contractor Name:      
	[bookmark: Text11]Contract Number:      

	[bookmark: Text103][bookmark: Text104][bookmark: Text105]Contract Start Date:   /  /    
	[bookmark: Text106][bookmark: Text107][bookmark: Text108]Contract End Date:   /  /    

	
	
	
	
	
	
	
	
	

	Employment Category
	Number of Employees
	Number of hours to be worked
	Amount Payable Under the Contract

	
	
	
	

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	[bookmark: Text22]     
	     
	     
	     

	     
	     
	     
	     

	[bookmark: Text24]     
	     
	     
	     

	[bookmark: Text25]     
	     
	     
	     

	[bookmark: Text91]     
	     
	     
	     

	     
	     
	     
	     

	[bookmark: Text27]     
	     
	     
	     

	[bookmark: Text28]     
	     
	     
	     

	[bookmark: Text29]     
	     
	     
	     

	[bookmark: Text30]     
	     
	     
	     

	[bookmark: Text31]     
	     
	     
	     

	[bookmark: Text32]     
	     
	     
	     

	Total this page
	   0
	   0
	$   0.00

	 
	Grand Total 
	     
	     
	     

	[bookmark: Text109]Name of person who prepared this report:      

	[bookmark: Text110]Title:      
	[bookmark: Text111]Phone #:      

	Preparer's Signature:  

	[bookmark: Text116][bookmark: Text117][bookmark: Text118]Date Prepared:   /  /    
	
	
	
	

	(Use additional pages, if necessary)
	
	
	
	[bookmark: Text119][bookmark: Text120]Page     of     



[bookmark: _Toc489612095][bookmark: _Toc497144253]Exhibit C – Contractor’s Annual Employment Report – Form B
	New York State Consultant Services
Contractor’s Annual Employment Report

	Report Period: April 1,      to March 31,     

	
	
	
	
	
	
	
	
	

	Contracting State Agency Name: NYS Department of Taxation and Finance
	

	Contract Number:      
	Agency Business Unit: TAX01

	Contract Term:   /  /      to    /  /    
	Agency Department ID: 3850000

	Contractor Name:      
	

	Contractor Address:      
	

	Description of Services Being Provided:      


	Scope of Contract (Choose one that best fits):

	[bookmark: Check77][bookmark: Check78][bookmark: Check79][bookmark: Check80]|_| Analysis          |_| Evaluation          |_| Research          |_| Training

	[bookmark: Check81][bookmark: Check82][bookmark: Check83]|_| Data Processing          |_| Computer Programming          |_|Other IT consulting

	[bookmark: Check84][bookmark: Check85][bookmark: Check86][bookmark: Check87]|_| Engineering          |_| Architect Services          |_| Surveying          |_| Environmental Services

	[bookmark: Check88][bookmark: Check89]|_| Health Services          |_| Mental Health Services

	[bookmark: Check90][bookmark: Check91][bookmark: Check92][bookmark: Check93][bookmark: Check94]|_| Accounting          |_| Auditing          |_| Paralegal          |_| Legal          |_| Other Consulting

	

	Employment Category
	Number of Employees
	Number of 
Hours Worked
	Amount Payable Under the Contract

	
	
	
	

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	Total this page
	   0
	   0
	$   0.00

	 
	Grand Total 
	     
	     
	     

	Name of person who prepared this report:      

	Title:      
	Phone #:      

	Preparer's Signature:  

	Date Prepared:   /  /    
	
	
	
	

	(Use additional pages, if necessary)
	
	
	
	Page     of     



[bookmark: _Toc489612096][bookmark: _Toc497144254][bookmark: _Toc390780569]Exhibit D –  New York State Office of the State Comptroller Substitute Form W-9
[image: ]Note: This form is available at the NYS Office of State Comptroller website: https://www.osc.state.ny.us/vendors/forms/ac3237s_fe.pdf
[image: ]

[bookmark: _Toc489612097][bookmark: _Toc497144255]Exhibit E – Preliminary Base Contract
THIS AGREEMENT is between the New York State Department of Taxation and Finance, located at Building 9, W.A. Harriman State Office Campus, Albany, New York 12227 (hereinafter referred to as the “Department” or “DTF”)  and [insert Contractor name], with principal place of business located at [insert Contractor’s address] (hereinafter referred to as the “Contractor”).  The Department and Contractor are collectively referred to as the “Parties.”
WHEREAS, the Department issued Request for Proposals (RFP) 18-104 on March 7, 2019, seeking proposals for Financial Institution Data Match (FIDM) Services; and
WHEREAS, the Contractor submitted a timely bid proposal to provide the Services set forth in RFP 18-104 and the Department has determined that the Contractor is responsible; and
WHEREAS, pursuant to Section 7, Proposal Evaluation, of said RFP, the Contractor was determined to have provided the best value proposal and has been determined capable of providing the required Services; and
WHEREAS, the Contractor is prepared to undertake performance of Financial Institution Data Match Services per the terms of this Agreement.
NOW, THEREFORE, in consideration of the mutual covenants and conditions herein set forth, the Parties hereto agree as follows:
Article I.  Definitions
The following terms when used herein shall have the specified meanings:
[bookmark: _Hlk531768648]Agreement - This Contract C400719, which includes all documents identified in Article II, Entirety of Agreement.
Attorney General or AG - The New York State Attorney General or his/her designee.
Base Contract - That portion of the Agreement preceding the signatures of the Parties.
Commissioner - The Commissioner of the New York State Department of Taxation and Finance, or his/her designee.
Contractor - [successful Bidder’s name to be inserted here]. 
Cure Period - The period of time during which the Contractor shall have the opportunity to cure a Deficiency or a Material Breach, as set forth in a Notice of Deficiency issued by the Department.
Deficiency - Any failure by Contractor to meet requirements in providing the Services pursuant to this Agreement.
Department and/or DTF - The New York State Department of Taxation and Finance.
Dispute Resolution - The procedure set forth in Article XI.D for resolving disputes arising under this Agreement.
Material Breach by Contractor - The failure to perform an obligation that Contractor is bound to perform under this Agreement which significantly impacts the State or is so fundamental to the Agreement that Contractor’s failure to perform defeats its purpose.  
Notice of Deficiency or NOD - The written notification furnished by the Department to the Contractor initiating a Cure Period.  Such notice shall set forth the failure(s) that have been identified which may give rise to a Material Breach of the Agreement if not corrected during the Cure Period.
Notice of Termination - The written notification issued to the Contractor by DTF following a Cure Period, if applicable, which sets forth the termination date of the Agreement.  
OGS-BSC - The New York State Office of General Services, Business Services Center.
OSC - The New York State Office of the State Comptroller.
Proposal - The bid submitted by Contractor in response to RFP 18-104.
Services - All functions and work to be performed by the Contractor, including but not limited to routine services, required to be performed by Contractor in accordance with RFP 18-104, and this Agreement, as modified through any Change Procedures, if applicable.
[bookmark: _Hlk528152162]Subcontractor - Any individual or other legal entity including, but not limited to, a sole proprietorship, partnership, limited liability company, firm or corporation with whom the Contractor or another Subcontractor enters into a contract to perform all or part of the Contractor’s obligation(s) under the Agreement.
Tax Law - The New York State Tax Law.
Article II. Entirety of Agreement
The entire Agreement shall consist of the documents listed below.  Conflicts between these documents shall be resolved in the following order of precedence: 
Appendix A to the RFP, “Standard Clauses for New York State Contracts,” dated January 2014;
Attachment 10 to the RFP, DTF-202, Agreement to Adhere to the Secrecy Provisions of the Tax Law and the Internal Revenue Code, dated December 2014;
Attachment 11 to the RFP, Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors (Technology Services);
Any written amendments and/or changes to the Agreement agreed to by the Parties and approved, where necessary, by the Attorney General and the Office of the State Comptroller;
Base Contract; 
Any Amendments and Clarifications to RFP 18-104, including Questions and Answers issued by DTF, as follows: [List by Title and/or Date];
RFP 18-104 (including all attachments to the RFP, but excluding Appendix A, Attachment 10 and Attachment 11); 
Contractor’s Proposal Clarifications, as follows: [List by Title and/or Date]; and
Contractor’s Proposal, excluding Contractor’s Proposal Clarifications.
Article III.  Contractor Responsibilities
In addition to the Contractor responsibilities set forth elsewhere in the RFP and Agreement, the Contractor shall:
a. Provide the required Services as set forth herein, in RFP 18-104, and the Contractor’s Proposal in response to said RFP;
b. Comply with the Secrecy requirements set forth in Article VII;
c. Warrant and affirm that the terms of this Agreement do not violate any contract or agreement to which the Contractor is a party and that Contractor’s other contractual obligations will not adversely influence its performance under this Agreement;
d. Maintain insurance as set forth in RFP 18-104 and this Agreement;
e. Maintain accurate records;
f. Accept Department oversight, and keep the Department informed of any problems encountered in providing the Services;
g. Pay, at its sole expense, all applicable permits, licenses, tariffs, tolls and fees and give all notices and comply with all Federal, State, and local laws, ordinances, rules and regulations of any governmental entity in conjunction with the performance of obligations under the Agreement;
h. Ensure Subcontractor compliance with all responsibilities under this Agreement, as applicable;
i. Meet Minority and Women-Owned Business Enterprise (MWBE) goals as outlined in Article XIII.ii of this Agreement; 
j. Not disclose any data provided by the Department to any other individual or entity except as expressly provided by law.  The data provided, while in the custody of the Contractor, must be kept confidential, and the Contractor must take all reasonable and prudent steps to ensure the data is fully protected and secured;
k. Immediately notify the Department of any instance of employee or Subcontractor discipline or termination(s) related to misconduct in the performance of the Services required in this Agreement; 
l. Notify the Department in writing whenever non-material deviation from any of the Requirements contained in the Agreement is necessary. Such notification shall specify the reason strict adherence to a Requirement is not possible and the specific time period(s) during which such adherence is not possible. Written approval from the Department is required to release the Contractor from strict adherence to Requirements and procedures. Material deviations are not permitted and may be considered a Material Breach of this Agreement; 
m. Work in good faith with the Department to accommodate any system enhancements. See RFP 18-104 Section 4.C, System Enhancement Services Fees – Post Development Fees;
n. Make good faith efforts to follow any recommendations made by the Department regarding the performance of the Agreement;
o. Ensure that Contractor team members observe the Department work rules while working on the Department premises; and
p. Accepts sole and complete responsibility for the timely accomplishment of all activities required under this Agreement.  The Contractor shall:
1. Identify a Project Manager who will be responsible for directing work to be done under this Agreement. The Department will appoint a Project Manager to work with the Contractor’s Project Manager.  The Department’s Project Manager and the Contractor’s Project Manager will hold meetings in such form and at the time and place and at a frequency specified by the Department’s Project Manager;
2. Provide for normal day-to-day communications through the Contractor’s Project Manger, who shall be responsible for maintaining the level of liaison and cooperation with the Department necessary for proper performance of all contractual responsibilities.  The Contractor's Project Manager will be expected to communicate through and meet with the person so designated by the Department, when requested by the Department’s Project Manager or the designated Department employee.  The purposes of such communications or meetings include, but are not limited to, resolving FIDM related issues and ensuring the timely delivery of FIDM related materials. The Contractor will provide attorneys, if determined necessary by the Department, to respond to legal issues brought to the FIDM program by attorneys of the Financial Institutions (FIs);
3. Staff the project with personnel assigned to the positions as identified in the Contractor’s proposal. The personnel assigned to the positions identified in the Contractor’s proposal are considered to be essential to this project.  Prior to diverting any of the personnel assigned to the positions to other projects, the Contractor shall notify the Department reasonably in advance and shall submit justification, including proposed substitutions in sufficient detail to permit evaluation of the impact on the project.  The Contractor may, subject to the written consent of the Department, substitute personnel of equal or superior qualifications in the event that circumstances necessitate the replacement of previously assigned personnel.  Any such substitution shall be made only after consultation with and the written consent of the Department’s Project Administrator and after written documentation of the circumstances requiring the changes has been provided to the Department.  The Department shall respond to any such substitutions in a reasonable and timely manner in order to avoid delays to the Project schedule.  The Department reserves the right to review the resumes, interview and perform reference checks on proposed personnel.  If the Contractor reassigns an employee to another project without the written consent of the Department, all previous charges for that individual's time will be credited back to the Department;
4. Replace any employee whose continued presence would be detrimental to the success of the project for work related causes with an employee of equal or better qualifications.  The Department’s Project Manager will exercise exclusive judgment in this matter and will be required to make such a request in writing to the Contractor’s Project Manger;
5. Notify the Department in writing of any changes in the person(s) designated to bind the Contractor;
6. Ensure that all contacts by Contractor personnel with other external organizations, to fulfill the objectives of this Agreement, are cleared and coordinated by the Department’s Project Manager.  The Department will fulfill this role promptly, so as not to impede the Contractor’s timely performance hereunder;
7. Notify the Department within twenty-four (24) hours of each problem that threatens the successful completion of the project, including a recommendation for resolution whenever possible;
8. Agree that no aspect of Contractor performance under this Agreement will be contingent upon State personnel or the availability of Department resources with the exception of a) all proposed actions of the Contractor specifically identified in this Agreement as requiring Department acquisition, approval, policy decisions, or policy approvals; or b) the normal cooperation which can be expected in such a contractual relationship.  Such actions by the Department will not be unreasonably delayed;
9. Cooperate with any other Contractor who may be engaged by the Department to carry out responsibilities associated with this Agreement and immediately take into account changes mandated by the Department due to changes in policies, guidelines, rules, regulations, statutes or judicial interpretations;
10. Recognize and agree that any and all work performed outside the scope of this Agreement shall be deemed by the Department to be gratuitous and not subject to charge by the Contractor; and
11. Provide quarterly compliance reports including but not limited to reporting all the FIs that are participating and if they are in compliance as well as reporting on new FIs that they have identified and are bringing into the process.  The Contractor must notify DTF immediately upon becoming aware of a FI’s non-compliance in providing all required data match information or services.
Article IV.  Department Responsibilities
In addition to the Department’s responsibilities set forth elsewhere in the RFP and this Agreement, the Department shall:
a. Oversee the Services provided by Contractor and make reasonable recommendations regarding the performance of such Services;
b. Make diligent efforts to provide the Contractor with direction, assistance, procedures, and contact persons necessary to perform in accordance with the requirements herein;
c. Promptly designate the appropriate contacts following the date of commencement of this Agreement;
d. Cooperate with the Contractor to utilize, where necessary, informal dispute resolution as well as the formal dispute resolution process to facilitate the timely resolution of any disputes that arise;
e. Provide access to DTF staff, as necessary, to provide the Contractor the business information needed to perform Services under this Agreement;
f. Be responsible for the performance of its employees and agents; and
g. Advise the Contractor of the security rules, procedures, and regulations that DTF may from time to time establish with respect to DTF’s premises, property, records, and data.
Article V.  Agreement Term
The term of the Agreement shall be for a five-year period and will commence upon approval of the New York State Attorney General (AG) and the Office of the State Comptroller (OSC).      
Article VI.   Fees and Payment
1. Fees and Payment
All fees and payments shall be in accordance with Section 4, Financial Requirements of RFP 18-104, which is incorporated in its entirety herein by reference, and Contractor’s financial proposal, Attachment 19, Financial Response Form of RFP 18-104. 
2. 
3. Electronic Payment
Payment for invoices submitted by the Contractor shall be made electronically unless payment by paper check is expressly authorized by the Commissioner, in the Commissioner’s sole discretion, due to extenuating circumstances.  Such electronic payment shall be made in accordance with ordinary State procedures and practices.  The Contractor shall comply with the State Comptroller’s procedures to authorize electronic payments.  Authorization forms are available at the State Comptroller’s website at www.osc.state.ny.us/epay/index.htm, by email at helpdesk@sfs.ny.gov, or by telephone at (855) 233-8363.  The Contractor acknowledges that it will not receive payment on any invoices submitted under this Agreement if it does not comply with the State Comptroller’s electronic procedures, except where the Commissioner has expressly authorized payment by paper check as set forth above. 
4. Properly Submitted Invoices
Payment will be made only upon submission of proper invoices by the Contractor, and in accordance with Article 11-A of New York State Finance Law.
Required Information on properly submitted invoices:
· Contractor's SFS Vendor Number;
· Invoice or account number;
· Name of NYS Agency to which goods or services related to the invoice were provided;
· A valid NYS Purchase Order Number and/or Contract number associated with the invoice; and
· Line item details that match the corresponding PO line item.
Submission:
Preferred Method:  Email invoices to the OGS-BSC at:  accountspayable@ogs.ny.gov including the invoice number and the name of the agency being billed in the subject field.  (Note:  Do not send a paper copy, in addition to the electronic invoice.)

Alternate method:  Mail invoices to OGS-BSC at the following U.S. postal address:
New York State Department of Taxation and Finance
c/o NYS OGS Business Services Center
1220 Washington Avenue
Building 5, 5th Floor
Albany, NY 12226-1900
Article VII.  Secrecy Provisions
A. New York State Tax Law and Internal Revenue Code Tax Secrecy Provisions
The various secrecy provisions of the Tax Law (e.g., Tax Law §§ 487, 697(e) and 1825) prohibit independent contractors from disclosing tax information in any manner and provide for misdemeanor prosecution for violations.  The secrecy provisions of the Internal Revenue Code (26 USC § 6103) provide for felony prosecution for unauthorized disclosure of Federal tax information in the possession of the Department.  
All other information about the Department's operations not covered by the preceding provisions of law must be kept confidential as if it were so covered.  Contractor representatives must comply with the administrative procedures enforcing these rules. 
The Contractor, all staff members and Subcontractors shall agree to view, access, and use only that information relevant and necessary to provide Services to the State under the Agreement; and to subscribe to the provisions of §§ 73 and 74 of the Public Officers Law.
B. Tax Secrecy - Required Forms
[bookmark: _Hlk531341378]The Contractor will require each employee and/or Subcontractor assigned to this Agreement to sign form DTF-202 Agreement to Adhere to the Secrecy Provisions of the Tax Law and the Internal Revenue Code as set forth in Attachment 10 of the RFP; and form Acknowledgment of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors (Technology Services) as set forth in Attachment 11 of the RFP.  The form Acknowledgment of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors (Technology Services) must be signed annually.  Both forms will be retained by the Contractor and provided to the Department upon request.  The Contractor shall complete the Department’s Annual Security Awareness Training on the Department’s website at https://www.tax.ny.gov/about/procure.
C. Federal Secrecy Provisions
I. Performance
In performance of this Agreement, the Contractor agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:
1. All work will be done under the supervision of the Contractor or the Contractor's employees.
2. The Contractor and the Contractor’s employees with access to or who use Federal Tax Information (FTI) must meet the background check requirements defined in IRS Publication 1075.
3. Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract. Disclosure to anyone other than an officer or employee of the Contractor will be prohibited.
4. All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material.
5. The Contractor certifies that the data processed during the performance of this Agreement will be completely purged from all data storage components of his or her computer facility, and no output will be retained by the Contractor at the time the work is completed. If immediate purging of all data storage components is not possible, the Contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures.
6. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee. When this is not possible, the Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used.
7. All computer systems receiving, processing, storing or transmitting Federal Tax Information (FTI) must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls. All security features must be available and activated to protect against unauthorized use of and access to Federal Tax Information.
8. No work involving Federal Tax Information furnished under this Agreement will be subcontracted without prior written approval of the IRS. 
9. The Contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office.
10. The agency will have the right to void the Agreement if the Contractor fails to provide the safeguards described above.
II. Criminal/Civil Sanctions
1. Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.
2. Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Agreement. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the Agreement. Inspection by or disclosure to anyone without an official need-to-know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action.  These penalties are prescribed by IRC 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.
3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.
4. Granting a contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information. Contractors must maintain their authorization to access FTI through annual recertification. The initial certification and recertification must be documented and placed in the agency's files for review.  As part of the certification and at least annually afterwards, contractors must be advised of the provisions of IRCs 7431, 7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure of IRS Publication 1075). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section 10 of IRS Publication 1075).  For both the initial certification and the annual certification, the contractor must sign, either with ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.
III. Inspection
The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices and plants of the Contractor to inspect facilities and operations performing any work with FTI under this Agreement for compliance with requirements defined in IRS Publication 1075. The IRS’ right of inspection shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability assessments of information technology (IT) assets that access, store, process or transmit FTI.  On the basis of such inspection, corrective actions may be required in cases where the contractor is found to be noncompliant with contract safeguards.
D. Breach of Confidentiality Provisions
The Contractor, through its employees and agents, may have access to tax secret and other confidential and/or proprietary information and materials of the State and tax secret and other confidential and/or proprietary information and materials of third parties rightfully in the State’s possession (“confidential information”).  Contractor shall maintain all such information in confidence for the sole and exclusive benefit of the State, and shall not use same for any purpose whatsoever other than rendering Services to the State.  Contractor shall execute, and shall cause its employees and agents having access to such confidential information of the State to execute, confidentiality agreements in such form as the Stat may reasonably request.
The Contractor shall be fully liable for breach of the confidentiality provisions of this Agreement in an amount not to exceed the amount allowed by applicable Federal or New York State law (including any damages construed as incidental, consequential or indirect damages).  Liability limitations set forth in this Agreement shall not apply to breaches involving the Contractor’s confidentiality obligations.
Article VIII. 
A. 
B. 
Information Security Breach and Notification Act
The Contractor agrees to be responsible for the State’s obligation to comply with provisions of Section 208 of the State Technology Law, commonly known as the Information Security Breach and Notification Act (the “ISBNA” or “Act”), and any future amendments thereto, to the extent an information security breach occurs as a result of the acts or omissions of the Contractor, including being responsible to pay all costs associated with and/or incurred because of the breach. The Contractor shall comply with all obligations imposed by the Act on the State with respect to any breach of “private information” (as defined in the Act) used, received, handled, processed, uploaded, stored, or maintained by the Contractor on behalf of the State under this Agreement (“Department Information”).  In the event of a “breach of the security of the system” (as defined by the Act), the Contractor shall immediately notify the Department upon the Contractor’s discovery or receipt of notification of such breach.  Such notice to the Department shall be made by contacting the Information Security Office by email to: ISO.Mail@tax.ny.gov.  The Contractor shall immediately commence an investigation, in cooperation with the Department, to determine the scope of the breach and to restore the security of the system.  To the extent the Department determines that further notifications are required to be sent out pursuant to the Act, the Contractor shall be responsible for providing such notifications to all required recipients including, in accordance with New York State policy NYS-P03-002, non-New York State residents whose private information is reasonably believed to have been exposed as a result of the breach.  All costs associated with providing breach notifications shall be borne by the Contractor.  It is expressly agreed that the Contractor shall be obligated to receive authorization from the Department prior to making additional notifications hereunder to any individuals, the State Office of Information Technology Services, the Department of State’s Division of Consumer Protection, the Attorney General’s Office or any consumer reporting agencies of a breach of the security of the system, or concerning making any determination to delay notifications due to law enforcement investigations.  The Contractor agrees that the Department shall have final approval over the form, content, mode of transmission, and timing of any notice to be provided concerning a breach of the security of State Information.  Nothing contained herein shall be interpreted as reducing or altering the Contractor’s own obligations under section 899-aa of the General Business Law if such breach also involves other private information unrelated to this Agreement.  
Article IX. Ownership and Return of the State’s Data 
The State retains sole ownership and intellectual property rights in and to all information, data, databases, data compilations, reports, charts, graphs, diagrams, or other information provided or made accessible by the State to the Contractor, or created by the Contractor pursuant to the Agreement.  The Contractor shall not copy or use such records except to carry out contracted work under the terms herein, and shall not transfer nor display such records to any other party not involved in the performance of this Agreement. The Contractor does not have the right to retain such data.  
The Contractor must, during the term of the Agreement (including any extensions and/or transition or disengagement), provide the State with access to any such data maintained by the Contractor. The Contractor must, in accordance with applicable law and the instructions of the State, exercise due care for the protection of such data, and maintain appropriate data integrity safeguards against the deletion or alteration of the data.
Contractor will destroy or return all data and records to the State upon completion of the work hereunder. Promptly after the termination or expiration of the Agreement, the Contractor shall, at no cost to the State, perform the following actions with respect to such data: (i) transmit the data to the State or its designee(s) in a format that is easily usable by the State or its designee(s) and does not contain any proprietary software or other materials of Contractor or third parties; (ii) destroy the data and any copies, extracts, descriptions, and summaries thereof contained in the Contractor’s records or systems; and (iii) provide the State with a written certification of such destruction executed, under penalty of perjury, by an Officer of the Contractor.  
Article X.  Reserved Rights
In addition to its other rights as allowed under this Agreement, the Department reserves the following rights:
1. To require the removal of any Contractor staff assigned to this project for work-related cause upon written notification to the Contractor.  Such notification shall set forth the reasons for the request for removal.  In such event, the Contractor shall promptly provide a substitution;
2. To request a copy of Federal Form I-9, Employment Eligibility Verification, for each individual assigned to work under this Agreement, if the Contractor is so legally obligated to obtain and retain such Form I-9.  The social security number of the employee, if listed on Form I-9, shall be redacted from the form;
3. In the State’s sole discretion, to allow extra time for the delivery of a deliverable, without waiver of, or prejudice to, any of its rights;
4. To terminate the Agreement should the Contractor not cooperate with a State investigation. This includes, but is not limited to, not providing immediate and unfettered access to personnel and records relating to the Agreement;
5. To terminate the Agreement if the Contractor does not resolve a conflict of interest to the State’s satisfaction; 
6. To send its officers and/or employees or agents into the office sites and plants of the Contractor and any Subcontractor for inspection of the facilities and operations provided for performance of any Services. On the basis of such inspection, where the Contractor/Subcontractor is found to be non-compliant with Agreement safeguards, the Contractor/Subcontractor shall promptly take action to remedy such non-compliance. Such determination will be made at the sole discretion of DTF; and
7. To negotiate mutually acceptable modifications throughout the term of this Agreement.
Article XI.  Notice of Deficiency; Cover-Substitute Services; Remedies; Dispute Resolution
A. Notice of Deficiency /Cover–Substitute Services
Contractor agrees to comply with all requirements for providing the Services as set forth in RFP 18-104 and this Agreement. If DTF determines that Contractor is deficient in meeting any requirements, the Department may email a Notice of Deficiency (“NOD”) to Contractor informing Contractor of the Deficiency and requesting it be cured within a time period to be specified by DTF (the Cure Period). The Department may, but is not required to, provide the Contractor with a corrective action plan outlining steps to be taken to cure the Deficiency.
If a Deficiency is not resolved to the Department’s satisfaction within the Cure Period set by the Department in the NOD, the Department may email a second NOD to the Contractor, or seek cover as set forth in RFP 18-104 at Section 1.6, Cover/Substitute Services and/or pursue any other remedies available to it.
[bookmark: _Hlk527973316]If the Contractor’s Deficiency results from any of the issues listed below, then with respect to such Deficiency, the Department will not provide any Cure Periods to Contractor, and Contractor shall be required to provide Reimbursements, as follows:
1. If the Contractor makes an error that results in a bank charge being assessed against a taxpayer, then upon verification of that bank charge by DTF, the Contractor shall reimburse the taxpayer for the bank charges incurred as a result of the Contractor’s error.
2. If the Contractor fails to timely implement the Disaster Recovery Plan necessary to recover the Services, then the Contractor shall reimburse for any losses or damages caused thereby.
3. If the Contractor fails to timely implement the production services by the agreed-upon dates, then Contractor shall reimburse DTF, as the case may be as a result of Contractor’s failure.
4. If the Contractor fails to timely implement system modifications by the agreed-upon dates, then Contractor shall reimburse DTF, as the case may be as a result of Contractor’s failure.
5. If the Contractor fails to support DTF efforts related to criminal investigation of employees of the Contractor or the Subcontractor, then Contractor shall reimburse DTF for any loss incurred by DTF, as the case may be as a result of Contractor’s failure.
B. Cover and Substitute Services
If the Contractor fails to meet any requirement of the RFP or this Agreement and such failure results in a material interruption of the Department’s normal business operations as they relate to the Services, the Department may seek cover as set forth in RFP 18-104 at Section 1.6 Cover/Substitute Services and/or pursue any other remedies available to it.
C. Other Remedies 
The remedies set forth above are not exclusive. In addition to them, and other legal remedies available to it, the Department may retain from amounts otherwise payable to Contractor such money as may be necessary to satisfy any claim for damages or reimbursements the Department may have against Contractor.
The Department also retains the right to, at its sole discretion, terminate the Agreement. The taking of such action shall not give rise to any cause of action against the Department for any kind of damages, loss of profits, or other remuneration of any kind.
D. Dispute Resolution
In the event of a dispute arising from this Agreement, the State shall continue to be able to use the Contractor and obtain Services under the terms and conditions herein while the dispute is resolved. The Contractor and the Department agree that it is important to expeditiously resolve any disputes regarding the performance of Services, or otherwise arising under the Agreement.  
The first step of Dispute Resolution will be through informal conference between DTF and the Contractor.  The party initiating the process shall notify the other party in writing and set forth the issues for resolution and provide all necessary documentation.  The Parties shall review each other’s position and attempt to reach a resolution.  Unresolved disputes will be resolved formally by the Commissioner of Taxation and Finance, or his/her designee, whose decision is final and binding. During this period, all work required hereunder shall continue to be performed.  If the Contractor pursues any legal remedy outside this process, the Contractor will continue to perform work in accordance with the Agreement and the direction of the Department until such proceedings may be concluded and the Contractor will continue to be paid, less an amount determined by the Department to be attributable to the disputed work.  
Nothing in this paragraph shall diminish the State’s right to terminate the Agreement.
Article XII. Continuing Administrative Requirements
A.	Vendor Responsibility
1. General Responsibility
The Contractor shall at all times during the Contract term remain responsible.  The Contractor agrees, if requested by the Commissioner of Taxation and Finance or his or her designee, to present evidence of its continuing legal authority to do business in New York State, integrity, experience, ability, prior performance and organizational and financial capacity.
2. Suspension of Work (for Non-Responsibility)
The Commissioner or his or her designee, in his or her sole discretion, reserves the right to suspend any or all activities under this Contract, at any time, when he or she discovers information that calls into question the responsibility of the Contractor.  In the event of such suspension, the Contractor will be given written notice outlining the particulars of such suspension.  Upon issuance of such notice, the Contractor must comply with the terms of the suspension order.  Contract activity may resume at such time as the Commissioner or his or her designee issues a written notice authorizing resumption of performance under the Contract.
3. Termination (for Non-Responsibility)
Upon written notice to the Contractor, and a reasonable opportunity to be heard with appropriate DTF officials or staff, the Contract may be terminated by the Commissioner or his or her designee at the Contractor’s expense where the Contractor is determined by the Commissioner or his or her designee to be non-responsible.  In such event, the Commissioner or his or her designee may complete the contractual requirements in any manner he or she may deem advisable and pursue available legal or equitable remedies for breach.

B.	Sales and Compensating Use Tax 
[bookmark: _Hlk2006874]The Contractor shall comply with all documentation requirements of Section 5-a of the Tax Law, as set forth in RFP 18-104 at Section 5. Administrative Requirements, Paragraph 2. Administrative Contract Conditions, Subparagraph 18. Sales and Compensating Use Tax Documentation, which is incorporated in its entirety herein by reference. 
C.	Procurement Lobbying
If this Agreement is renewed or amended, Contractor shall be subject to the Procurement Lobbying requirements set forth in RFP 18-104 and shall submit updated Procurement Lobbying forms as are required by the Department.	
D. 	Contractor Consultant Law
In 2006, the Civil Service and State Finance Law were amended to require information about Contractor employees for Contractors working on State agency service and consulting contracts be provided to the State, the Office of the State Comptroller (OSC), the Division of the Budget (DOB) and the Department of Civil Service (CS). To meet these requirements, the Contractor will assist in the completion of State Consulting Services - Contractor’s Planned Employment – Form A, attached to the RFP as Exhibit B.
In addition, for each year a consulting services contract is in effect, contracting agencies must require contractors to report annually regarding the above described employment information including work performed by subcontractors.  The Contractor must properly complete a copy of Contractor’s Annual Employment Report – Form B, attached to RFP as Exhibit C, and provide it to the contracting agency, i.e., the New York State Department of Taxation and Finance; the Office of the State Comptroller (OSC) and the Department of Civil Service (CS).  Form B captures historical information, detailing actual employment information for the most recently concluded State fiscal year (April 1 – March 31).  Form B will be due no later than May 15 of each year.
Form B shall be provided to OSC and CS as set forth in the Guide to Financial Operations; the Guide may be found online at:
http://www.osc.state.ny.us/agencies/guide/MyWebHelp/Content/XI/18/C.htm.  
Form B shall be provided to the State as follows:
By mail: 	New York State Department of Taxation and Finance
Office of Budget and Management Analysis
Procurement Services Unit
   			W. A. Harriman State Office Building Campus
              		Albany, NY 12227
By email:         BFS.Contracts@tax.ny.gov
Fax:                 (518) 435-8413
For purposes of this section, the following terms have the specified meanings:
· “Employment Category” means the specific occupation(s), as listed in the O*NET occupational classification system, which best describes the employees providing services under this contract; and
(Note:  The O*NET database is available through the U.S. Department of Labor’s Employment and Training Administration at http://online.onetcenter.org to find a list of occupations.)
· “Consulting Services Contract” includes any contract entered into by a State agency for analysis, evaluation, research, training, data processing, computer programming, engineering, environmental, health and mental health services, accounting, auditing, paralegal, legal, or similar services.
Article XIII. Participation By Minority And Women-Owned Business Enterprises: Requirements And  Procedures
i. General Provisions
A. The Department is required to implement the provisions of New York State Executive Law Article 15-A and Parts 140-145 of Title 5 of the New York Codes, Rules and Regulations (“NYCRR”) for all State contracts, as defined therein, with a value (1) in excess of $25,000 for labor, services, equipment, materials, or any combination of the foregoing or (2) in excess of $100,000 for real property renovations and construction.  
B. The contractor to the subject contract (the “Contractor” and the “Contract,” respectively) agrees, in addition to any other nondiscrimination provision of the Contract and at no additional cost to the Department, to fully comply and cooperate with the Department in the implementation of New York State Executive Law Article 15-A and the regulations promulgated thereunder.  These requirements include equal employment opportunities for minority group members and women (“EEO”) and contracting opportunities for New York State-certified minority and women-owned business enterprises (“MWBEs”).  The Contractor’s demonstration of “good faith efforts” pursuant to 5 NYCRR § 142.8 shall be a part of these requirements. These provisions shall be deemed supplementary to, and not in lieu of, the nondiscrimination provisions required by New York State Executive Law Article 15 (the “Human Rights Law”) and other applicable federal, state, and local laws.
ii. Contract Goals
For purposes of this Contract, the Department hereby establishes an overall goal of 0% percent for MWBE participation, 0% percent for New York State-certified minority-owned business enterprise (“MBE”) participation and 0% percent for New York State-certified women-owned business enterprise (“WBE”) participation (collectively, “MWBE Contract Goals”) based on the current availability of MBEs and WBEs. 
iii. Equal Employment Opportunity (“EEO”)
A. The provisions of Article 15-A of the Executive Law and the rules and regulations promulgated thereunder pertaining to equal employment opportunities for minority group members and women shall apply to the Contract.  
B. In performing the Contract, the Contractor shall: 
1. Ensure that each contractor and subcontractor performing work on the Contract shall undertake or continue existing EEO programs to ensure that minority group members and women are afforded equal employment opportunities without discrimination because of race, creed, color, national origin, sex, age, disability or marital status.  For these purposes, EEO shall apply in the areas of recruitment, employment, job assignment, promotion, upgrading, demotion, transfer, layoff, or termination and rates of pay or other forms of compensation.
2. The Contractor shall submit an EEO policy statement to the Department within seventy-two (72) hours after the date of the notice by the Department to award the Contract to the Contractor.
3. If the Contractor, or any of its subcontractors, does not have an existing EEO policy statement, the Department may require the Contractor or subcontractor to adopt a model statement (see RFP Exhibit F Minority and Women-Owned Business Enterprises - Equal Employment Opportunity Policy Statement).
4. The Contractor’s EEO policy statement shall include the following language:
a. The Contractor will not discriminate against any employee or applicant for employment because of race, creed, color, national origin, sex, age, disability, or marital status, will undertake or continue existing EEO programs to ensure that minority group members and women are afforded equal employment opportunities without discrimination, and shall make and document its conscientious and active efforts to employ and utilize minority group members and women in its work force.
b. The Contractor shall state in all solicitations or advertisements for employees that, in the performance of the contract, all qualified applicants will be afforded equal employment opportunities without discrimination because of race, creed, color, national origin, sex, age, disability or marital status.
c. The Contractor shall request each employment agency, labor union, or authorized representative of workers with which it has a collective bargaining or other agreement or understanding, to furnish a written statement that such employment agency, labor union, or representative will not discriminate on the basis of race, creed, color, national origin, sex, age, disability or marital status and that such union or representative will affirmatively cooperate in the implementation of the Contractor's obligations herein.
d. The Contractor will include the provisions of Subdivisions (a) through (c) of this Subsection 4 and Paragraph “E” of this Section iii, which provides for relevant provisions of the Human Rights Law, in every subcontract in such a manner that the requirements of the subdivisions will be binding upon each subcontractor as to work in connection with the Contract.  
C. Staffing Plan (see RFP Attachment 4)
To ensure compliance with this Section, the Contractor shall submit a staffing plan to document the composition of the proposed workforce to be utilized in the performance of the Contract by the specified categories listed, including ethnic background, gender, and Federal occupational categories.  The Contractor shall complete the staffing plan form and submit it as part of their bid or proposal or within a reasonable time, as directed by the Department.
D. Workforce Utilization Report (see RFP Exhibit G)
1) The Contractor shall submit a Workforce Utilization Report, and shall require each of its subcontractors to submit a Workforce Utilization Report, in such form as shall be required by the Department on a quarterly basis during the term of the Contract. 
2) Separate forms shall be completed by the Contractor and any subcontractors.
3) Pursuant to Executive Order #162, contractors and subcontractors are also required to report the gross wages paid to each of their employees for the work performed by such employees on the contract on a quarterly basis. 
E. The Contractor shall comply with the provisions of the Human Rights Law, and all other State and Federal statutory and constitutional non-discrimination provisions. The Contractor and its subcontractors shall not discriminate against any employee or applicant for employment because of race, creed (religion), color, sex, national origin, sexual orientation, military status, age, disability, predisposing genetic characteristic, marital status or domestic violence victim status, and shall also follow the requirements of the Human Rights Law with regard to non-discrimination on the basis of prior criminal conviction and prior arrest.
Article XIV. Termination
A. Termination for Cause
In the event of a Material Breach or if DTF deems the Contractor’s performance unsatisfactory at any time during the term of this Agreement, DTF reserves the right, in its sole discretion, to terminate this Agreement in whole or in part, or to terminate the Contractor’s Services with respect to a specific matter or matters, immediately upon written notice to the Contractor. In its sole discretion, the Department may elect not to allow a Cure Period for such failure and, in such event, DTF will issue a Notice of Termination.
Such termination shall not give rise to any cause of action against DTF for damages, breach of contract, loss of profits, expenses, or other remuneration of any kind.  Except as set forth in Limitation of Liability at Article XV. C., the Contractor shall be fully liable for DTF’s damages resulting from any Material Breach, and shall be responsible, without limitation, for all additional costs DTF incurs should the DTF terminate the Agreement due to such a breach.  Without limiting the foregoing, this includes costs incurred by the Department in engaging a new contractor or completing the Services “in-house.”
In addition, the Department reserves the right to terminate the Agreement immediately, upon written notice, if the Contractor fails to perform its obligations as set forth in Article VII (Secrecy).  
1. Material Breach includes, but is not limited to, the following:
a) Failure of Contractor to provide Services as defined in the Scope of Work and Technical Requirements of RFP 18-104;  
b) Failure of Contractor to implement Disaster Recovery, Fail Safe or Business Continuity services, within a reasonable period of time, in the event a disaster or material business interruption occurs; 
c) Failure of Contractor to correct an infringement of an Intellectual Property right, and such failure materially impairs Contractor’s ability to perform in accordance with the terms of this Agreement; or
d) Breach of a material term or condition of any subcontract by Contractor if such breach materially impairs Contractor’s performance under this Agreement with the reasonable likelihood that a Material Breach will occur.

2. The following Material Breaches are ones for which no Cure Period will be provided:
a) Failure of Contractor to cooperate fully with the Department and/or their agents and/or OSC; 
b) Failure of Contractor to remain a responsible Contractor consistent with applicable New York State Law, regulations and/or Executive policy; 
c) Failure of the Contractor to maintain financial stability as determined by the Department; 
d) Contractor is or becomes insolvent or a party to any bankruptcy or receivership proceeding, or any similar action affecting the affairs or property of Contractor; 
e) Failure of Contractor to maintain the confidentiality of tax information, including tax administration policies and procedures, as set forth in the Agreement.  However, isolated acts of individual employees do not constitute a Material Breach, unless Contractor has failed to adequately inform such individuals of the Department’s confidentiality and security requirements as set forth in the Agreement; 
f) A finding that the certification filed by the Contractor in accordance with Section 5-a of the Tax Law was intentionally false or intentionally incomplete; 
g) A finding that the certification filed by the Contractor in accordance with Procurement Lobbying Laws was intentionally false or intentionally incomplete; 
h) A finding that the information filed by the Contractor in accordance with the requirements for Vendor Responsibility is incomplete, untrue or inaccurate or that the Contractor has failed to comply with the Vendor Responsibility provisions of the Agreement; 
i) Failure of Contractor to maintain vendor responsibility substantially similar to, or superior to, its status as of the execution of this Agreement; or
j) Contractor fails to submit and/or use such MWBE Utilization Plan, if applicable.   

3. Declaration of Material Breach
The Department, in its sole discretion, may declare a Material Breach of the Agreement in the event that the Contractor fails to materially meet any of the requirements set forth in the RFP or Agreement.
4. Notices of Deficiency (NODs); Cure Periods
a) In the event of circumstances which constitute a failure of performance and a Material Breach of the Agreement, DTF, in its sole discretion, may furnish a NOD to the Contractor providing for an immediately commencing Cure Period, as set forth in such NOD.  The duration of such Cure Period shall be reasonable in length.  The Department may, at its discretion, extend the Cure Period by providing subsequent written notice to the Contractor.
b) Contractor shall continue to perform the Services throughout the Cure Period.  No later than ten (10) business days after expiration of the Cure Period, the Department shall provide written notification to the Contractor of the Department’s decision to: (1) extend the Cure Period; (2) confirm that the Department agrees that the Contractor has cured the Deficiency/Deficiencies noted by the Department, or 3) issue a Notice of Termination.  If the Department issues a Notice of Termination, it shall specify the termination date. 
In the event of Termination for Cause, Contractor shall be liable for the Department’s direct damages resulting from such Material Breach. 
B. Termination for Convenience
The Department may terminate this Agreement in whole or in part, or terminate the Services with respect to a specific matter or matters, for convenience upon 30 days’ prior written notice to the Contractor without penalty or other early termination charges due.  This provision should not be understood as waiving the Department’s right to terminate the Agreement for Cause, or to require the Contractor to stop work immediately for unsatisfactory performance, but is supplementary to those provisions.
C. 
D. Notice of Termination; Cooperation 
In the event DTF terminates the Agreement, the Department will issue a written Notice of Termination addressed to the person, and in a manner, provided for in the Notices section of this Agreement. The Parties agree to cooperate in a manner to affect an orderly termination of the Agreement.  In the event of termination for any reason, the Contractor will be compensated for all Services, not in dispute, performed up to the date of termination.
E. Disengagement Plan
Within 30 calendar days of receipt of a Notice of Termination, or at the end of the Agreement term, the Contractor shall provide the Department with a written plan for orderly transition.  The plan shall outline tasks necessary to accomplish a smooth transition of the Services and associated work to the Department or, if necessary, to a successor contractor.  The Disengagement Plan shall include all other information mutually agreed upon by the Parties.  If the Department instructs the Contractor to purge any data in Contractor’s possession, such purge shall be performed at no additional cost to the Department, and an Officer of the Contractor will certify subsequent to the data purge, under penalty of perjury, that all data has been purged in accordance with the requirements of this Agreement. 
Article XV.    Indemnification and Limitation of Liability
A. Indemnification
Contractor shall be fully liable, without limitation, for the actions of its agents, employees, partners or Subcontractors and shall fully defend, indemnify and hold harmless DTF and their officers, commissioners, employees, representatives, and agents from all suits, actions, damages and costs of every name and description relating to personal injury and damage to real or personal tangible property as a result of any intentional act or negligence of Contractor, its agents, employees, partners or Subcontractors.  Contractor shall not be obligated to defend or indemnify to the extent any claim, loss or damage arising hereunder is solely due to the negligence or willful misconduct of the DTF.  
DTF shall give Contractor: (i) prompt written notice of any action, claim or threat of suit, or other suit for which Contractor is required to indemnify DTF, (ii) the opportunity to take over, settle or defend such action, claim or suit at Contractor’s sole expense, and (iii) assistance in the defense of any such action, claim or suit at the expense of Contractor. The Contractor agrees to cooperate fully with the Attorney General in the defense of such action.  Notwithstanding the foregoing, the State reserves the right to join such action, at its sole expense, if it determines there is an issue involving a significant public interest. 
B. Indemnification Relating to Infringement
The Contractor will defend, indemnify and hold the State and its officers, commissioners, employees, representatives, and agents harmless from and against any and all damages, expenses (including reasonable attorneys’ fees), claims, judgments, liabilities and costs in any action for infringement of a patent, copyright, trademark, trade secret or other proprietary right provided: (i) such claim arises solely out of the Services, product(s), deliverable(s) (or part(s) thereof), as supplied by the Contractor, and not out of any modification to the Services, product(s), deliverable(s) (or part(s) thereof), made by the State or by someone other than the Contractor at the direction of the State without Contractor’s approval, and (ii) the State gives Contractor prompt written notice of any such action, claim, suit, or threat of suit alleging infringement.  
The State shall give Contractor the opportunity to take over, settle or defend such action, claim or suit at Contractor’s sole expense, and the State will provide assistance in the defense of any such action, claim or suit at the expense of Contractor. 
Where a dispute or claim arises relative to a real or anticipated infringement, DTF may require the Contractor, at its sole expense, to submit such information and documentation, including formal patent attorney opinions, as the State shall require. Notwithstanding the foregoing, the State reserves the right to join such action, at its sole expense, when it determines there is an issue involving a significant public interest.
If any claim is brought against the State for the unauthorized use of such Services, product(s), deliverable(s) (or part(s) thereof), the Contractor will indemnify the State for any expense due to such claim and will cooperate with the State and the Attorney General in the defense of that claim.
C. Limitation of Liability
Except as otherwise provided in this Agreement, and as set forth in the Indemnification and Indemnification Relating to Infringement paragraphs above, the limit of liability shall be as follows:

1. Contractor’s liability for any claim, loss or liability arising out of, or connected with Contractor’s Services, product(s) or deliverable(s) (or part(s) thereof) under the Agreement or performance of this Agreement, and whether based upon default, or other liability such as breach of contract, warranty, negligence, misrepresentation or otherwise, shall in no case exceed one million dollars ($1,000,000); however, such dollar limitation shall not apply to damages resulting from Contractor's (i) willful, malicious, or intentional misconduct, (ii) intentional tortious conduct, or (iii) gross negligence.

2. In the event of termination of the Agreement, the State will not be liable for damages, loss of profits, expenses, specific performance or remuneration for future performance of any kind.

NOTWITHSTANDING THE FOREGOING, CONTRACTOR REMAINS LIABLE, WITHOUT MONETARY LIMITATION, FOR DIRECT DAMAGES FOR PERSONAL INJURY, DEATH OR DAMAGE TO REAL PROPERTY OR TANGIBLE PERSONAL PROPERTY OR INTELLECTUAL PROPERTY ATTRIBUTABLE TO THE NEGLIGENCE OR OTHER TORT OF CONTRACTOR, ITS OFFICERS, EMPLOYEES OR AGENTS.
D. Force Majeure
Neither the State nor the Contractor shall be responsible to the other for a delay resulting from its failure to perform if neither the fault nor negligence of the State or the Contractor, it officers, employees or agents contributed to such delay and the delay is due directly to acts of God, wars, acts of public enemies, strikes, fire or floods, or other similar causes beyond the control of either party, or for any of the foregoing which affects Subcontractors or suppliers and no alternate source of supply is available to the Contractor.  In such event, the aggrieved party shall notify the other party, by certified or registered mail, of the delay or potential delay and the cause(s) thereof either (a) within ten calendar days after the cause which creates or will create the delay first arose if the aggrieved party could reasonably foresee that a delay could occur by reason thereof, or (b) if the delay is not reasonably foreseeable, within five calendar days after the date the aggrieved party first had reason to believe that a delay could result.  The foregoing shall constitute the aggrieved party’s sole remedy or excuse with respect to such delay. In the event performance is suspended or delayed in whole or in part, by reason of any of the aforesaid causes or occurrences and proper notification is given to the other party, any performance so suspended or delayed shall be performed by the Contractor at no increased cost, promptly after such disabilities have ceased to exist unless it is determined in the sole discretion of the Department that the delay will significantly impair the value of the Agreement to the State.  In the event of such determination, the Department may immediately terminate the Agreement with written notice.
Article XVI. Contractor and Subcontractors
A. Contractor
The Contractor is acting as the prime Contractor under this Agreement and agrees not to subcontract any of its Services, unless as indicated in its proposal, without the prior written approval of DTF.  Approval shall not be unreasonably withheld upon written request to subcontract.  Any such approval does not relieve Contractor of its ultimate responsibility for all Services performed under the Agreement.  The Contractor shall be:
a. Responsible for, and liable to, the Department for performing in accordance with this Agreement.  Contractor shall not in any way be relieved of any financial, programmatic or service responsibility under the Agreement by its agreement with any Subcontractor or by the Department’s approval of such an agreement with a Subcontractor.
b. Responsible for supervising the work of its Subcontractors performing any Services under the Agreement consistent with industry standards applicable to such work.
c. As fully responsible for the acts and omissions of its Subcontractors and employees as it is for acts and omissions of its own employees and agents. 
d. Responsible for payment of all Subcontractors and suppliers engaged by or through the Contractor in performance of this Agreement.
B. Subcontractors
Contractor may arrange for a portion/s of its responsibilities under this Agreement to be subcontracted to qualified, responsible Subcontractors, subject to the approval of DTF.  A Subcontractor shall be defined as any firm or person who is not a full time employee of the Contractor, engaged or assigned to perform work under the Agreement. If the Contractor determines to subcontract a portion of the services, the Subcontractors must be clearly identified and the nature and extent of its involvement in and/or proposed performance under this Agreement must be fully explained by the Contractor to DTF.  As part of this explanation, the Subcontractor must submit to DTF a completed Vendor Assurance of No Conflict of Interest or Detrimental Effect form.
The Department reserves the right to reject any proposed Subcontractor, assignee or supplier for bona fide business reasons, which may include, but are not limited to:  that the proposed Subcontractor is on the Department of Labor’s list of companies with which New York State cannot do business; the Department determines that the Subcontractor is not qualified; or unsatisfactory contract performance or service has been previously provided by such Subcontractor.
All subcontracts shall be in writing and shall contain provisions, which are functionally identical to, and consistent with, the provisions of this Agreement including, but not limited to:
a. That the work performed by the Subcontractor must be in accordance with the terms of the Agreement including, but not limited to, Appendix A and RFP 18-104, Financial Institution Data Match Services;
b. That Subcontractor shall comply with the provisions of section 5-a of the Tax Law and all Secrecy provisions;
c. That all subcontracts between the Contractor and Subcontractor to perform services in connection with this Agreement shall expressly name the State, through DTF, as the sole intended third party beneficiary of such subcontract;
d. That nothing contained in such subcontract shall impair the rights of the Department;
e. That nothing contained herein shall create any contractual relation between any Subcontractor and the Department;
f. That Subcontractor shall maintain all records with respect to work performed under the Subcontractor in the same manner as required of the Contractor; and
g. That the Department shall have the same authority to audit the records of all Subcontractors as it does those of the Contractor.
DTF reserves the right to review and approve or reject any subcontract, as well as any amendment to said subcontract(s), and this right shall not make DTF or the State a party to any subcontract or create any right, claim, or interest in the Subcontractor or proposed Subcontractor against DTF.
DTF reserves the right, at any time during the term of the Agreement, to (1) request and be provided with a copy of the written subcontract between the Contractor and Subcontractors and (2) to verify that the written subcontract is in compliance with all the provisions of this Section and any subcontract provisions contained in this Agreement.
The Contractor shall give DTF immediate notice in writing of the initiation of any legal action or suit which relates in any way to subcontract with Subcontractor or which may affect the performance of the Contractor’s duties under the Agreement.  Any subcontract shall not relieve the Contractor in any way of any responsibility, duty and/or obligation of the Agreement.
If at any time during the performance of this Agreement total compensation to a Subcontractor exceeds or is expected to exceed $100,000, that Subcontractor shall be required to submit and certify a Vendor Responsibility Questionnaire.
Article XVII. Ethics Provisions
A. Public Officers Law/Former State Employees
The Contractor shall subscribe to and comply with all applicable requirements of Public Officers Law Sections 73 and 74, the Procurement Lobbying Reform Act of 2005, and other New York State statutes, rules, and regulations establishing ethical standards for the conduct of business with New York State.  Failure to comply with those provisions may result in termination of the Agreement and/or other civil or criminal proceedings as required by law.
The Contractor, and any Subcontractors, may hire former DTF employees.  However, former employees of DTF may neither appear nor practice before DTF, nor receive compensation for services rendered on a matter before DTF, for a period of two years following their separation from DTF service.  In addition, former DTF employees are subject to a “lifetime bar” from appearing before DTF or receiving compensation for services regarding any transaction in which they personally participated or which was under their active consideration during their tenure with DTF.
B. Ethics Requirements
The Contractor and its Subcontractors shall not engage any person who is, or has been at any time, in the employ of the State to perform services in violation of the provisions of New York Public Officers Law, other laws applicable to the service of State employees, and the rules, regulations, opinions, guidelines or policies promulgated or issued by the New York State Joint Commission on Public Ethics, or its predecessors (collectively, the “Ethics Requirements”).  The Contractor certifies that all its employees and those of its Subcontractors who are former employees of the State and who are assigned to perform services under this Contract shall be assigned in accordance with all Ethics Requirements.  During the Agreement term, no person who is employed by the Contractor or its Subcontractors and who is disqualified from providing services under this Contract pursuant to any Ethics Requirements may share in any net revenues of the Contractor or its Subcontractors derived from this Contract.  The Contractor shall identify and provide the State with notice of those employees of the Contractor and its Subcontractors who are former employees of the State that will be assigned to perform services under this Contract, and make sure that such employees comply with all applicable laws and prohibitions. The State may request that the Contractor provide it with whatever information the State deems appropriate about each such person’s engagement, work cooperatively with the State to solicit advice from the New York State Joint Commission on Public Ethics and, if deemed appropriate by the State, instruct any such person to seek the opinion of the New York State Joint Commission on Public Ethics.  The State shall have the right to withdraw or withhold approval of any Subcontractor if utilizing such Subcontractor for any work performed hereunder would be in conflict with any of the Ethics Requirements.  The State shall have the right to terminate this Contract at any time if any work performed hereunder is in conflict with any of the Ethics Requirements.
Article XVIII. No Conflict of Interest (Contractor & Subcontractors)     
A. The Contractor has provided a form (Attachment 16 to the RFP, Vendor Assurance of No Conflict of Interest or Detrimental Effect), signed by an authorized executive or legal representative attesting that the Contractor’s performance of the Services does not and will not create a conflict of interest with, nor position the Contractor to breach any other contract currently in force with the State of New York, that the Contractor will not act in any manner that is detrimental to any State project on which the Contractor is rendering services.
B. The Contractor hereby reaffirms the attestations made in its proposal and covenants and represents that there is and shall be no actual or potential conflict of interest that could prevent the Contractor’s satisfactory or ethical performance of duties required to be performed pursuant to the terms of this Agreement.  The Contractor shall have a duty to notify DTF immediately of any actual or potential conflicts of interest.
C. In conjunction with any subcontract under this Agreement, the Contractor shall obtain and deliver to DTF, prior to entering into a subcontract, a Vendor Assurance of No Conflict of Interest or Detrimental Effect form, signed by an authorized executive or legal representative of the Subcontractor. The Contractor shall also require in any subcontracting agreement that the Subcontractor, in conjunction with any further subcontracting agreement, obtain and deliver to DTF a signed and completed Vendor Assurance of No Conflict of Interest or Detrimental Effect form for each of its Subcontractors prior to entering into a subcontract.
D. DTF and the Contractor recognize that conflicts may occur in the future because the Contractor may have existing, or establish new, relationships.  The State will review the nature of any relationship and reserves the right to terminate this Agreement for any reason, or for cause, if, in the judgment of the State, a real or potential conflict of interest cannot be cured.
Article XIX. Insurance 
The Contractor is required to provide proof of Workers’ Compensation and Disability Insurance as set forth in RFP 18-104 at Section 5. Administrative Requirements, Paragraph 2. Administrative Contract Conditions, Subparagraph 9. Workers’ Compensation and Disability Benefits Certifications, which requirements are incorporated herein in their entirety by reference.  The Contractor shall also procure, at its sole cost and expense, insurance as set forth below, and provide proof of compliance with all requirements of this section.
During the term of the Agreement, the Contractor shall maintain in force, at its sole cost and expense policies of insurance as set forth below.  All insurance shall be written by companies licensed or authorized by the New York State Department of Financial Services (NYSDFS) to issue insurance in the State of New York and that have an A.M. Best Company rating of “A-,” Class “VII” or better.  If, during the term of a policy, the carrier’s A.M. Best rating falls below “A-,” Class “VII,” the insurance must be replaced, on or before the renewal date of the policy, with an insurer licensed or authorized by the NYSDFS to issue insurance in the state of New York and rated at least “A-,” Class “VII” in the most recently published Best’s Insurance Report.
The Contractor shall deliver to the State evidence of the insurance required by this section in a form acceptable to the Department.  Policies must be written in accordance with the requirements of the paragraphs below, as applicable.  Acceptance and/or approval by the State does not, and shall not be construed to, relieve the Contractor of any obligations, responsibilities or liabilities under this Agreement. The Contractor shall not take any action, or fail to take any action, that would suspend or invalidate any of the insurance coverages during the term of this Agreement.
General Conditions
1. Conditions Applicable to Insurance.  All policies of insurance required by this section shall comply with the following:
1. Coverage Types and Policy Limits.  The types of coverage and policy limits required from the Contractor are specified below in Paragraph B-Insurance Coverage/Limits.
1. Policy Forms.  Except as otherwise specifically provided herein, or agreed to in writing by the Department, all policies of insurance required by this section shall be written on an occurrence basis.
1. Certificate of Insurance/Notices.  The Contractor should provide the Department with a Certificate or Certificates of Insurance, in a form satisfactory to the Department (i.e., an ACORD certificate), within twenty (20) business days of tentative award, or at the request of the Department, but in all events prior to commencement of Services under the Agreement, and thereafter, within thirty (30) days after renewal or within three (3) business days of a request from the Department therefor.  Certificates shall reference the Agreement number and shall name the People of the State of New York, New York State Department of Taxation and Finance, Procurement Services, Building 9, W.A. Harriman State Office Campus, Albany, NY 12227, and their officers agents and employees as the certificate holders. The certificates shall be signed by an authorized representative of the referenced insurance carriers. 
Policies shall be written to include the requirements for notice of cancellation contained in the New York State Insurance Law.  The Contractor shall provide DTF with a copy of any written notice of cancellation or non-renewal received from an insurer along with proof of replacement coverage that complies with the requirements of this section within ten (10) business days of Contractor’s receipt.  Only original documents (an ACORD form and any endorsements and other attachments) or electronic versions of the same that can be directly traced back to the insurer, agent or broker via email distribution or similar means will be accepted.
The Contractor is requested to refrain from submitting entire insurance policies, unless specifically requested by the Department.  If an entire insurance policy is submitted but not requested, DTF shall not be obligated to review and shall not be chargeable with knowledge of its contents.  In addition, submission of an entire insurance policy not requested by the Department does not constitute proof of compliance with the insurance requirements and does not discharge Contractor from submitting the requested insurance documentation.
1. Primary Coverage.  All insurance policies shall provide that the required coverage shall be primary and non-contributory to other insurance available to the People of the State of New York, the New York State Department of Taxation and Finance, and their officers, agents, and employees.  Any other insurance maintained by the People of the State of New York, the New York State Department of Taxation and Finance, and their officers, agents, and employees, shall be in excess of and shall not contribute with the Contractor’s insurance.
1. Breach for Lack of Proof of Coverage.  The term of this Agreement shall not commence if the coverage provisions and limits of the policies provided by the Contractor do not meet the provisions of this section or proof of compliance is not provided to the Department.  In addition, the failure to comply with this section at any time during the term of any Agreement shall be considered a breach of the terms of the Agreement and shall allow the Department to avail itself of all remedies available under the Agreement or at law or in equity, except that the State shall not procure insurance and seek reimbursement from the Contractor.
1. Self-Insured Retention/Deductibles.  Certificates of Insurance must indicate the applicable deductibles/self-insured retentions for each listed policy. Deductibles or self-insured retentions above $100,000.00 are subject to approval from the State.  Such approval shall not be unreasonably withheld, conditioned or delayed.  The Contractor shall be solely responsible for all claim expenses and loss payments with the deductibles or self-insured retentions.  
1. Subcontractors.  Prior to the commencement of any work by a Subcontractor, the Contractor shall require such Subcontractor to procure policies of insurance as required by this section and maintain the same in force during the term of any work performed by that Subcontractor.   
1. Waiver of Subrogation.  For the Commercial General Liability Insurance and Comprehensive Business Automobile Liability Insurance required below, the Contractor shall cause to be included in each of its policies a waiver of the insurer’s right to recovery or subrogation against the People of the State of New York, the New York State Department of Taxation and Finance, and their officers, agents, and employees. A Waiver of Subrogation Endorsement evidencing such coverage shall be provided to the State within three (3) days of request. 
1. Additional Insured.  For the Commercial General Liability Insurance and Comprehensive Business Automobile Liability Insurance required below, the Contractor shall cause to be included of each of its policies ISO form CG 20 10 11 85 (or a form or forms that provide equivalent coverage) naming as additional insureds:  The People of the State of New York, the New York State Department of Taxation and Finance, and their officers, agents, and employees.  An Additional Insured Endorsement evidencing such coverage should be provided to the State within twenty (20) business days of tentative award and within three (3) days of request. 
1. Insurance Coverage/Limits. The Contractor shall, at its own expense, obtain and maintain in full force and effect during the term of this Agreement, the following insurance with limits not less than those described below, or as required by law, whichever is greater (limits may be provided through a combination of primary and umbrella/excess policies):
1. Commercial General Liability Insurance (“CGL”) covering the liability of the Contractor for bodily injury, property damage, and personal/advertising injury arising from all work and operations under this Agreement.  The limits under such policy shall not be less than the following:
· Each Occurrence Limit – $1,000,000
· General Aggregate Limit – $2,000,000
· Products/Completed Operations Limit – $2,000,000
· Personal Advertising Injury Limit – $1,000,000
· Damage to Rented Premises Limit – $50,000
· Medical Expenses Limit– $5,000
Coverage shall include, but not be limited to, the following:
· Premises liability;
· Independent contractors;
· Blanket contractual liability, including tort liability of another assumed in a contract;
· Defense and/or indemnification obligations, including obligations assumed under this Agreement;
· Cross liability for additional insureds;
· Products/Completed Operations for a term of no less than three years commencing upon acceptance of the work;
· Explosion, collapse, and underground hazards;
· Contractor means and methods; and
· Liability resulting from Section 240 or Section 241 of the New York State Labor Law.
The following ISO forms must be endorsed to the Policy:
a. CG 00 01 12 07 or an equivalent – Commercial General Liability Coverage Form; and
CG 20 10 11 85 or an equivalent – Additional Insured-Owner, Lessees or Contractors (Form B).
The CGL policy, and any umbrella/excess policies used to meet the “Each Occurrence‖ Limit” specified above, must be endorsed to be primary with respect to the coverage afforded the Additional Insureds, and such policy/policies shall be primary to, and non-contributing with, any other insurance maintained by the State of New York and the Department. Any other insurance maintained by the State of New York and the Department shall be excess of and shall not contribute with the Contractor’s or Subcontractor’s insurance, regardless of the “Other Insurance” clause contained in any party’s policy of insurance.  
2. Data Breach/Cyber Liability 
The Contractor shall carry and maintain $1,000,000 Cyber Liability coverage including Technology Errors and Omissions coverage. The Contractor shall purchase, at its sole expense, extended Discovery Clause coverage of no less than three years after the work is completed if coverage is cancelled or not renewed.
3. Umbrella and Excess Liability
When the limits of the CGL, Auto and/or Employers Liability policies procured by the Contractor are insufficient to meet the limits specified, the Contractor shall procure and maintain additional limits via Commercial Umbrella and/or Excess Liability policies.  The limits of these policies, in combination with those of the primary policies, may be used to satisfy the requirements; provided, however, that the total amount of insurance coverage is at least equal to the requirements set forth above.  Such policies shall follow the same form as the primary.  If Umbrella and/or Excess policies are procured to meet policy limits, the Contractor shall provide the State with a Schedule setting forth the insurance policies under the Umbrella and/or Excess policies.
Any insurance maintained by the State of New York and/or DTF or any additional insured shall be considered excess of and shall not contribute with any other insurance procured and maintained by the Contractor including primary, umbrella and excess liability regardless of the other insurance clause contained in any party’s policies.
If at any time during the term of the Agreement, the Contractor performs work at more than one location, the policy shall contain an endorsement to the effect that the aggregate limit in the policy shall apply separately to each location where work is performed by the Contractor.
Article XX: General Terms and Conditions
A. Americans with Disabilities Act
The Contractor’s and Subcontractor’s operations sites must be in compliance with applicable building codes and the Americans with Disabilities Act.
B. Appendix A
The Contractor has read and agrees to Appendix A (Standard Clauses For New York State Contracts) which is incorporated as part of the Agreement without revision.
C. Assignment of Rights and Duties
The Contractor may not assign the Agreement except in accordance with Section 138 of the State Finance Law and Appendix A.  The State may assign this Agreement to any New York State agency provided that the assignee agrees in writing to be bound by the terms and conditions of this Agreement. The State agrees to provide the Contractor 30 days’ prior written notice of any such assignment.
D. Authorized Representatives
The following individuals are authorized representatives of the Parties and by signing documents do bind their respective party: 
On behalf of the Department:
-Commissioner
-Executive Deputy Commissioner
-Chief Financial Officer
-Director, Procurement Services
On behalf of the Contractor:
___[To be provided]____
____________________
____________________
E. Continuity of the Agreement
The terms and conditions of this Agreement shall remain in full force and effect for the term of this Agreement and the Contractor agrees to provide all Services for such term, regardless of any reorganizations, consolidations or mergers to which the Contractor is, or may become, a party.
Notwithstanding the foregoing, Appendix A, Standard Clauses for NYS Contracts; Article VII. Secrecy; Article XV. Indemnification and Limitation of Liability; and subsection H. of this Article XX, General Terms and Conditions, Evidence and Litigation Support; shall survive the expiration or termination of this Agreement.  Any insurance requirements set forth herein shall survive six months beyond the termination of this Agreement, or longer, as otherwise prescribed in Article XIX, Insurance of this Agreement. 
F. Cooperation with Department, State and/or Federal Investigations
The Contractor must cooperate fully with any investigation conducted by the State or its designee acting on its behalf, including but not limited to, the Inspector General's Office, the DTF Office of Internal Affairs, the New York State Police or any local, state or federal law enforcement agency. If the State determines it necessary to investigate relative to a possible or actual (1) crime, or (2) breach of confidentiality or security, in either case related to the Services provided under this Agreement, Contractor and its Subcontractors shall cooperate fully with the State's efforts to investigate and identify the responsible individuals. Upon written notification from the State, Contractor and its Subcontractors shall make their employees and all relevant records, including personnel records and employee photographs, available to investigators. The Contractor must allow the State to interview Contractor's employees and/or agents on matters related to the Agreement during normal business hours. Contractor representatives may be disallowed from being present when the State determines (at its sole discretion) that such presence would present a potential conflict or impede an investigation or review. The Contractor shall provide immediate and unfettered access to the State to all records deemed necessary by the State for the conduct of an investigation. In the case of criminal investigations, an out of state Contractor or out of state Subcontractor performing any of the Services, must accept a subpoena served upon one of its New York State branches/offices or the Secretary of State designated for this purpose. Additionally, the Contractor must refer, to the Department’s Office of Internal Affairs, any information indicating there is reasonable cause to believe that any of its employees or third-party servicers might have engaged in fraud or other criminal misconduct in the administration of the Agreement.
G. Dual Employment Provision
The Contractor shall implement and administer a "dual employment policy" under the Code of Ethics in Government Act.  The Contractor will not knowingly or recklessly employ a State employee in the provision of the Services under this Agreement.  Further, if the Contractor discovers that an employee is also an employee of the State, the Contractor shall immediately notify the Department and take appropriate action to remove such employee from the provision of Services under this Agreement. The Contractor agrees that all the Contractor’s personnel, whether permanent or temporary, involved in providing Services pursuant to this Agreement shall be required to sign a document at the time of employment attesting that they are not employed by the State. 
H. Evidence/Litigation Support
During the term of this Agreement (including extensions and transition periods, if applicable) and for a reasonable time thereafter, the Contractor shall cooperate with any request by the Department to provide an affidavit  or equivalent document (and supporting testimony to the extent reasonably necessary) to establish the accuracy, trustworthiness, authenticity or admissibility, in any administrative or judicial proceeding involving the Department, of any systems and procedures utilized by the Contractor, and any records generated by the Contractor in connection with the Services provided under this Agreement, subject to any right of the Contractor to make a claim to the presiding officer in any administrative or judicial proceeding that such records are confidential and/or privileged.  The provisions of this section shall survive the termination or expiration of this Agreement.
I. Extension of Use
The terms and conditions of this Agreement may be extended to any other New York State agency, political subdivision, governmental jurisdiction or other authorized entity, through the use of a formally executed agreement between the Contractor and the state agency, political subdivision, governmental jurisdiction, or other authorized entity, subject to review and approval of the Office of the New York State Attorney General and the Office of the New York State Comptroller, if applicable.  New York State reserves the right to negotiate pricing discounts based on any increased volume generated by such extensions.
J. Funding
In accordance with Section 41 of the State Finance Law, the State shall have no liability under this Agreement to the Contractor or to anyone else beyond funds appropriated and available for this Agreement.  Accordingly, this Agreement will be performed only as long as the New York State legislature appropriates funds and the Governor allocates such funds to the State.  Failure of New York State to enact a timely Budget may result in the State being unable to reimburse the Contractor for Services provided in the new fiscal year. All work approved and accepted by the State will subsequently be reimbursed when the Budget has been signed into law.
K. Governing Law and Venue
This Agreement shall be governed by and construed in accordance with the laws of the State of New York without giving effect to its principles of conflict of laws. Venue must be laid in a court of competent jurisdiction in New York in Albany County. 
L. Independent Contractor
The legal status of the Contractor, its agents, officers and employees under this Agreement is that of an independent Contractor and in no regard shall they be deemed employees of the Department, and are therefore not entitled to any of the benefits associated with such employment. The Contractor agrees, during the term of this Agreement to maintain at the Contractor's expense those benefits to which its employees would otherwise be entitled by law, including health benefits, and all necessary insurance, including workers’ compensation, disability and unemployment insurance, and to provide the State with certification of such insurance upon request. The Contractor remains responsible for all applicable federal, state and local taxes, and all FICA contributions.
M. Mergers, Acquisitions or Consolidation
In the event of any merger, acquisition, or consolidation involving the Contractor which affects this Agreement, the Contractor agrees to transfer all responsibilities for the performance of this Agreement to the successor entity with the approval of the Department, which approval will not be unreasonably withheld.  
N. Notices
All notices provided hereunder shall be in writing and transmitted either:
1. Via certified or registered United States mail, return receipt requested;
2. By facsimile transmission;
3. By personal delivery;
4. By expedited delivery service; or
5. By email.
Unless otherwise provided herein, such notices shall be addressed to the individuals designated below or to others as the Parties may from time to time designate:
Notices to the Department from the Contractor:
Director, Procurement Services
New York State Department of Taxation and Finance 
[bookmark: _GoBack]Office of Budget and Management Analysis
W. A. Harriman State Office Building Campus Albany, NY  12227 
Email: BFS.Contracts@tax.ny.gov
       Notices to the Contractor from the Department:
___[To be provided]____
____________________
    ____________________
Any such notice shall be deemed to have been given either at the time of personal delivery or, in the case of expedited delivery service or certified or registered United States mail, as of the date of first attempted delivery at the address provided herein, or in the case of facsimile transmission or email, upon completed transmission.
The Parties may, from time to time, specify any new or different address in the United States as the address for purpose of receiving notice under this Agreement by giving fifteen (15) days written notice. The Parties agree to mutually designate individuals as their respective representatives for the purposes of receiving notices under this Agreement.  Additional individuals may be designated in writing by the Parties for purposes of implementation and administration/billing, resolving issues and problems and/or for Dispute Resolution.
O. Payment Records
The Contractor must maintain adequate records as prescribed by the Department to substantiate all claims for payment and must make those records available in New York State for examination and copying.
P. Pending Litigation
The Contractor shall notify the Department of any pending litigation, regulatory action or commencement of legal or regulatory actions which may have a material adverse impact on the ability of the Contractor to perform Services under this Agreement.  Such notification shall be in writing, and directed to the Department’s Director of Procurement. 
Q. Publicity
Neither the Contractor nor any of its officers, directors, employees, affiliates, agents or Subcontractors shall, at any time, during or after termination of this Agreement, make any statement to the press or issue any material for publication through any media of communication bearing on the Services performed or data collected under this Agreement without the prior written approval of the Department.  
Neither party grants the other the right to use any of its trademarks, trade names, logos, seals, or other designations, whether in any promotion, publication, or otherwise, without the other party's prior written consent.
R. Required Approvals
This Agreement and any amendments will not be effective until approved by the Department, the Office of the New York State Attorney General, and the Office of the New York State Comptroller.
S. Severability
If any term or provision of this Agreement shall be found to be illegal or unenforceable, then, notwithstanding such provision, the remainder of this Agreement shall remain in full force and effect, and such term or provision shall be deemed null and void.  In addition, if any provision of this Agreement, for any reason, is declared to be unenforceable, the Parties shall make a reasonable effort to substitute an enforceable provision that, to the maximum extent possible in accordance with applicable law, preserves the original intentions and economic positions of the Parties.
T. Tax Liabilities
All outstanding tax liabilities due to the State of New York from the Contractor, or the Contractor's partners, agents and Subcontractors engaged in providing services under this Agreement, other than tax liabilities being contested by any such entity, must be satisfied prior to the execution of this Agreement, or a payment schedule arranged for their speedy satisfaction.
U. Unauthorized Use of Information
The Contractor, its officers, employees, Subcontractors, or agents shall not use information, confidential or otherwise, obtained in the course of providing the Services to the State, to obtain benefits, financial or otherwise, for themselves or anyone else.  Neither can the Contractor or its officers, employees, Subcontractors, or agents use or disclose such information to cause embarrassment or injury to others.  
V. Waiver of Breach
No waiver of breach or failure to exercise any option, right, or privilege under the terms of this Agreement or any order on any occasion or occasions shall be construed to be a waiver of the same or any other option, right, or privilege on any other occasion.  All waivers must be in writing and a waiver of one provision does not constitute a waiver of any other provision.  The failure to act or a delay in acting shall not constitute a waiver of any right or remedy.
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IN WITNESS WHEREOF, the Parties hereto have executed this Agreement as set forth below.   
In addition to the acceptance of this Agreement, the DTF and Contractor signatures on this page also certify that originals of this signature page will be attached to all other originals of this Agreement.

[Contractor Name]	 				New York State Department of Taxation and Finance

____________________________________	__________________________________________
Signature						Signature

____________________________________		__________________________________________                    
Print Name						Print Name
____________________________________	__________________________________________                   
Title							Title
____________________________________	__________________________________________                  
Date							Date


CORPORATION
STATE OF    _______
COUNTY OF     ___________       
On this _______ day of __________________, 2019, before me personally appeared ________________________________, 
to me known, who being duly sworn, did depose and state that he/she resides in ________________________________________________; that he/she is the_____________________________________ of the _____________________________________, the Corporation described in and which executed the foregoing instrument; that he/she knows the seal of said Corporation; that the seal affixed to said instrument is such corporate seal, that it was so affixed by the order of the Board of Directors of said Corporation, and that he/she signed his/her name thereto by like order.
__________________________NOTARY PUBLIC


___________________________________	__________________________________________ 
Attorney General				Office of the State Comptroller
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M/WBE AND EEO POLICY STATEMENT
I, _________________________, the (awardee/contractor)____________________ agree to adopt the following policies with respect to the project being developed or services rendered at __________________________________________________________________________________
	M/WBE



	
EEO






This organization will and will cause its contractors and subcontractors to take good faith actions to achieve the M/WBE contract participations goals set by the State for that area in which the State-funded project is located, by taking the following steps:  
1) Actively and affirmatively solicit bids for contracts and subcontracts from qualified State certified MBEs or WBEs, including solicitations to M/WBE contractor associations.
2) Request a list of State-certified M/WBEs from AGENCY and solicit bids from them directly.
3) Ensure that plans, specifications, request for proposals and other documents used to secure bids will be made available in sufficient time for review by prospective M/WBEs.
4) Where feasible, divide the work into smaller portions to enhanced participations by M/WBEs and encourage the formation of joint venture and other partnerships among M/WBE contractors to enhance their participation.
5) Document and maintain records of bid solicitation, including those to M/WBEs and the results thereof.  Contractor will also maintain records of actions that its subcontractors have taken toward meeting M/WBE contract participation goals.
6) Ensure that progress payments to M/WBEs are made on a timely basis so that undue financial hardship is avoided, and that bonding and other credit requirements are waived or appropriate alternatives developed to encourage M/WBE participation.







						
a. This organization will not discriminate against any employee or applicant for employment because of race, creed, color, national origin, sex, age, disability or marital status, will undertake or continue existing programs of affirmative action to ensure that minority group members are afforded equal employment opportunities without discrimination, and shall make and document its conscientious and active efforts to employ and utilize minority group members and women in its work force on state contracts.
b. This organization shall state in all solicitation or advertisements for employees that in the performance of the State contract all qualified applicants will be afforded equal employment opportunities without discrimination because of race, creed, color, national origin, sex disability or marital status.
c. At the request of the contracting agency, this organization shall request each employment agency, labor union, or authorized representative will not discriminate on the basis of race, creed, color, national origin, sex, age, disability or marital status and that such union or representative will affirmatively cooperate in the implementation of this organizations’ obligations herein.
d. Contractor shall comply with the provisions of the Human Rights Law, all other State and Federal statutory and constitutional non-discrimination provisions.  Contractor and subcontractors shall not discriminate against any employee or applicant for employment because of race, creed (religion), color, sex, national origin, sexual orientation, marital status or domestic violence victim status, and shall also follow the requirements of the Human Rights Law with regard to non-discrimination on the basis of prior criminal conviction and prior arrest.
a. 
b. 
c. 
d. 
e. This organization will include the provisions of sections (a) through (d) of this agreement in every subcontract in such a manner that the requirements of the subdivisions will be binding upon each subcontractor as to work in connection with the State contract. 

a. 
b. 
c. 
d. 
e. 
f. 
g. 
h. 





Agreed to this _______ day of ____________________, 2___________
By __________________________________________
Print: _____________________________________ Title:  _____________________________
Minority Business Enterprise Liaison
_________________________________is designated as the Minority Business Enterprise Liaison
(Name of Designated Liaison)
responsible for administering the Minority and Women-Owned Business Enterprises- Equal Employment Opportunity (M/WBE-EEO) program.

M/WBE Contract Goals
________% Minority Business Enterprise Participation
________% Women’s Business Enterprise Participation

EEO Contract Goals
________% Minority Labor Force Participation
________%Female Labor Force Participation

____________________________________________
 (Authorized Representative)
Title: ________________________________________
Date: ________________________________________
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Note: An Excel file of this form will be provided to the Contractor after contract execution.


Exhibits							 Page 53 of 71
[bookmark: _Toc332117024][bookmark: _Toc497144266]Exhibit 1 – NYS Tax Law, Article 36 § 1701
COMPLIANCE AND ENFORCEMENT INITIATIVES
Section 1701. Financial institution data match system for state tax collection purposes.

Top of Form
  §  1701.	Financial institution data match system for state tax collection purposes. 
1. Definitions. As used in this Section:
	(a)	"Debt" means all liabilities, including unpaid tax, interest, and penalty, that the commissioner is required by law to collect and that have been reduced to judgment by the docketing of a New York state tax warrant in the office of a county clerk located in the state of New York or by the filing of a copy of the warrant in the office of the department of state.
	(b)	"Tax debtor" means a natural person or any entity other than a natural person named on a New York state tax warrant and identified thereon as a judgment debtor.
	(c)	"Financial institution" means any financial institution authorized or required to participate in a financial institution data match system or program for child support enforcement purposes under federal or state law.
2.	Financial institution data match system for state tax collection purposes.
	(a)	To assist the commissioner in the collection of debts, the department must develop and operate a financial institution data match system for the purpose of identifying and seizing the non-exempt assets of tax debtors as identified by the commissioner.  The commissioner is authorized to designate a third party to develop and operate this system.  Any third party designated by the commissioner to develop and operate a financial data match system must keep all information it obtains from both the department and the financial institution confidential, and any employee, agent or representative of that third party is prohibited from disclosing that information to anyone other than the department or the financial institution.
	(b)	Each financial institution doing business in the state must, in conjunction with the commissioner or the commissioner's authorized designee, develop  and operate a data match system to facilitate the identification and seizure of non-exempt financial assets of tax debtors identified by the commissioner or the commissioner's authorized designee.  If a financial institution has a data match system developed or used to administer the child support enforcement programs of this state, and if that system is approved by the commissioner or the commissioner's authorized designee, the financial institution may use that system to comply with the provisions of this Section.
3.	Each financial institution must provide identifying information each calendar quarter to the department for each tax debtor identified by the department who or that maintains an account at the institution.  The identifying information must include the tax debtor's name, address, and social security number or other taxpayer identification number, and all account numbers and balances in each account.
4.	A financial institution that complies with this Section will not be liable under state law to any person for the disclosure of information to the commissioner or the commissioner's authorized designee, or any other action taken in good faith to comply with this Section.
5.	Both the financial institution furnishing a report to the commissioner under  this Section and the commissioner's authorized designee are prohibited from disclosing to the tax debtor that the name  of  the  tax  debtor  has  been  received from or furnished to the commissioner, unless authorized in writing by the commissioner to do so.  A violation of this subdivision will result in the imposition of a civil penalty  equal to the greater of one thousand dollars or the amount in the account of the person to whom the disclosure was made for each instance of unauthorized disclosure by the financial institution. That civil penalty can be assessed and collected under this chapter as if that penalty were tax.
6.	A financial institution may disclose to its depositors or account holders that the department has the authority to request certain identifying information on certain depositors or account holders under the financial institution data match system for state tax collection purposes.
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Report Sample 4 -  Processing Stats
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Report Sample 5 – FIs Not Participating 
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1. PROTECTION OF DATA, INFRASTRUCTURE AND SOFTWARE
Contractor is responsible for providing physical and logical security for all Data, infrastructure (e.g. hardware, networking components, physical devices), and software related to the services the Contractor is providing the Department. 
All Data security provisions agreed to by the Department and Contractor within the Agreement may not be diminished for the duration of the Agreement. No reduction in these conditions in any fashion may occur at any time without prior written agreement by the parties amending the Agreement. 
2. SECURITY POLICIES AND NOTIFICATIONS
2.1. State Security Policies and Procedures
The Contractor and its personnel shall review and implement all State security policies, procedures and directives currently existing or implemented during the term of the Contract, including ITS Policy NYS-P03-002 Information Security Policy (or successor policy(ies)). 
2.2. Security Incidents
Contractor shall address any Security Incidents in the manner prescribed in ITS Policy NYS-P03-002 Information Security Policy (or successor policy(ies)), including the New York State Cyber Incident Reporting Procedures incorporated therein or in such successor policy(ies).
3. DATA BREACH – REQUIRED CONTRACTOR ACTIONS
3.1. Unless otherwise provided by law, in the event of a Data Breach, the Contractor shall: 
3.1.1. Notify the NYSDTF Project Coordinator or their designated contact person(s), by telephone as soon as possible, but in no event, more than four (4) hours from the time the Contractor has knowledge of a Data Breach; 
3.1.2. Consult with and receive authorization from the NYSDTF Project Coordinator as to the content of any notice to affected parties prior to notifying any affected parties to whom notice of the Data Breach is required, either by statute or by the Department;  
3.1.3. Coordinate all communication regarding the Data Breach with the NYSDTF Project Coordinator
3.1.4. Cooperate with the NYSDTF Project Coordinator in attempting (a) to determine the scope and cause of the breach; and (b) to prevent the future recurrence of such security breaches; and
3.1.5. Take corrective action in the timeframe required by the NYSDTF Project Coordinator. If Contractor is unable complete the corrective action within the required timeframe, the NYSDTF Project Coordinator may contract with a third party to provide the required services until corrective actions and services resume in a manner acceptable to NYSDTF, or until NYSDTF has completed a new procurement for a replacement service system. The Contractor will be responsible for the cost of these services during this period. 
Nothing herein shall in any way (a) impair the authority of the OAG to bring an action against Contractor to enforce the provisions of the New York State Information Security Breach Notification Act (ISBNA) or (b) limit Contractor's liability for any violations of the ISBNA or any other applicable statutes, rules or regulations. 
4. DATA OWNERSHIP, ACCESS AND LOCATION
4.1. Data Ownership
NYSDTF shall own all right, title and interest in Data.
4.2. NYSDTF Access to Data
NYSDTF shall have access to its Data at all times, through the term of the Contract. 
NYSDTF shall have the ability to import or export Data in piecemeal or in its entirety at NYSDTF’s discretion, without interference from the Contractor. 
4.3. Contractor Access to Data
The Contractor shall not copy or transfer Data unless authorized by NYSDTF. In such an event the Data shall be copied and/or transferred in accordance with the provisions of this Section. Contractor shall not access any Data for any purpose other than fulfilling the service. Contractor is prohibited from Data Mining, cross tabulating, monitoring NYSDTF’s Data usage and/or access, or performing any other Data Analytics other than those required within the Contract. At no time shall any Data or processes (e.g., workflow, applications, etc.), which either are owned or used by NYSDTF be copied, disclosed, or retained by the Contractor or any party related to the Contractor. The Contractor is allowed to perform industry standard back-ups of Data. Documentation of back-up must be provided to NYSDTF upon request. Contractor must comply with all security requirements within the Contract. 
4.4. Data Location and Related Restrictions
All Data shall remain in the Continental United States (CONUS). Any Data stored, or acted upon, must be located solely in Data Centers in CONUS. Services which directly or indirectly access Data may only be performed from locations within CONUS. All Data in transit must be handled in accordance with FIPS- 140-2 or TLS1, or TLS2 (or successor). 
4.4.1. Support Services  
All helpdesk, online, and support services which access any Data must be performed from within CONUS. At no time will any support be allowed to access Data directly, or indirectly, from outside CONUS.  
5. CONTRACTOR PORTABLE DEVICES 
Contractor shall not place Data on any portable Device unless Device is located and remains within Contractor's CONUS Data Center. 
The Data, and/or the storage medium containing the Data, shall be destroyed in accordance with applicable ITS destruction policies (ITS Policy S13-003 Sanitization/Secure Disposal and S14- 003 Information Security Controls or successor) when the Contractor is no longer contractually required to store the Data. 
6. TRANSFERRING OF DATA 
6.1. General
The Contractor will not transfer Data unless directed to do so in writing by NYSDTF. 
6.2. Transfer of Data at end of Contract
At the end of the Contract, Contractor may be required to transfer Data to a new Contractor. This transfer must be carried out as specified by NYSDTF in the Contract. This transfer may include, but is not limited to, conversion of all Data into or from an industry standard format(s) including comma/delimited files, txt files, or Microsoft standard file formats. 
6.3. Transfer of Data; Charges
Transfer of Data shall be done at no additional charge to NYSDTF. 
6.4. Transfer of Data; Contract Breach or Termination 
In the case of Contract breach or termination for cause of the Contract, all expenses for the transfer of Data shall be the responsibility of the Contractor. 
7. ENCRYPTION
All Data must be encrypted at all times unless specifically authorized by the NYSDTF Project Coordinator. At a minimum, encryption must be carried out at the most current NYS Encryption Standard (NYS-S14-007), (or successor policy(ies) with key access restricted to NYSDTF only, unless with the express written permission of the Department.  The Agreement shall specify the respective responsibilities of the Department and the Contractor for the encryption of Data. 
8. REQUESTS FOR DATA BY THIRD PARTIES 
Unless prohibited by law, Contractor shall notify the NYSDTF Project Coordinator in writing within 24 hours of any request for Data (including requestor, nature of Data requested and timeframe of response) by a person or entity other than NYSDTF, and the Contractor shall secure written acknowledgement of such notification from the NYSDTF before responding to the request for Data. 
Unless compelled by law, the Contractor shall not release Data without NYSDTF’s prior written approval. 
9. SECURITY PROCESSES
If requested by the Department as part the Request for Proposal process, Contractor shall complete a Consensus Assessment Initiative Questionnaire (CAIQ) including on an annual basis thereafter. The form is available at Cloud Security Alliance (https://cloudsecurityalliance.org/).  The CAIQ may be used to assist the Department in building the necessary assessment processes when engaging with Cloud providers. 
In addition to a request for a CAIQ, Contractor shall cooperate with all reasonable NYSDTF requests for a written description of Contractor's physical/virtual security and/or internal control processes. The Department shall have the right to reject any Contractor's RFP response or terminate an Agreement when such a request has been denied. 
For example, Federal, State and local regulations and/or laws may require that Cloud Contractors operate within the Department’s regulatory environment.  In order to ensure that security is adequate and free of gaps in control coverage, the Department may require information from the Contractor's Service Organization Controls (SOC) audit report. 
10. UPGRADES, SYSTEM CHANGES AND MAINTENANCE/SUPPORT
The Contractor shall give a minimum of five (5) business days advance written notice to the designated Department) contact of any upgrades or system changes that will impact services as provided in the Agreement. 
11. EXPIRATION, TERMINATION OR SUSPENSION OF SERVICES
11.1. Return of Data
The Contractor shall return Data in a format agreed upon within the Contract or as agreed to with the NYSDTF Project Coordinator. The Contractor must certify all Data has been removed from its system and removed from backups within timeframes established in the Contract or as agreed to with the NYSDTF Project Coordinator.  
11.2. Suspension of Services
During any period of suspension of service, NYSDTF shall have full access to all Data at no charge.  The Contractor shall not take any action to erase and/or withhold any NYSDTF Data, except as directed by the NYSDTF Project Coordinator. 
11.3. Expiration or Termination of Services
Upon expiration or termination of the Contract, NYSDTF shall have full access to all Data for a period of 60 calendar days at no charge.  During this period, the Contractor shall not take any action to erase and/or withhold any Data, except as directed by the NYSDTF Project Coordinator. 
12. SECURE DATA DISPOSAL
When requested by the NYSDTF Project Coordinator, the Contractor shall destroy Data in all its forms, including all back­ ups.  Data shall be permanently deleted and shall not be recoverable, according ITS Policy S13-003 Sanitization/Secure Disposal or successor and S14- 003 Information Security Controls or successor. Certificates of destruction, in a form acceptable to NYSDTF, shall be provided by the Contractor to the NYSDTF Project Coordinator. 
13. ACCESS TO SECURITY LOGS AND REPORTS
Upon request, the Contractor shall provide reports to NYSDTF in a format as specified in the Contract.
14. CONTRACTOR PERFORMANCE AUDIT
The Contractor shall allow NYSDTF to assess Contractor's performance by providing any materials requested in the Contract (e.g., page load times, response times, uptime, fail over time). NYSDTF may perform this Contractor performance audit with a third party at its discretion. 
The Contractor shall perform an independent audit of their Data Centers, at least annually, at Contractor expense. The Contractor will provide a full version of the audit report upon request by NYSDTF. The Contractor shall identify any confidential, trade secret, or proprietary information.
15. PERSONNEL
15.1. Background Checks
NYSDTF may require the Contractor to conduct background checks on certain Contractor staff at no charge to NYSDTF. 
15.2. Separation of Duties
The Contract may require the separation of job duties, and limit staff knowledge of Data to that which is absolutely needed to perform job duties. 
16. BUSINESS CONTINUITY/DISASTER RECOVERY (BC/DR) OPERATIONS 
The Contractor shall provide a business continuity and disaster recovery plan to the NYSDTF Project Coordinator within 30 days of receiving the Notice to Proceed. 
17. COMPLIANCE WITH FEDERAL, STATE, AND LOCAL REGULATIONS 
If required within the Agreement, Contractor will provide verification of compliance with specific Federal, State, and local regulations, laws and IT standards that the Department is required to comply with. 
18. AUTHENTICATION TOKENS
The Agreement may require authentication tokens for all systems. For more details, please see NYS ITS Policy S14-006 Authentication Tokens Standard or successor.  
19. MODIFICATION TO CLOUD SERVICE DELIVERY TYPE AND DESCRIPTION WITHIN AN AGREEMENT 
As Cloud services can be flexible and dynamic, delivery mechanisms may be subject to change.  NYSDTF requires notification of any such changes to ensure security and business needs are met. 
Any changes to the description, type of service(s), or SKU (e.g., PaaS to laaS) must be provided to NYSDTF. 
In addition, notification must be provided to the NYSDTF Project Coordinator for review and acceptance, prior to implementation. Any changes to the Contract will require NYSDTF to re-assess the risk mitigation methodologies and strategies and revise the Contract as needed.
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	Field Name
	Field Description
	Field Size
	Comments


	Record Type 00
HEADER RECORD – 124 Characters Long

	Record Type 
	Record Containing File Header Information
	X(2)
	Value 00

	Create Date
	Identifies date file was created.
	X(8)
	CCYYMMDD

	File Description
	Identifies Contractor
	X(60)
	Value “NYS DTF TO CONTRACTOR”

	Type of file
	Identifies file as a production file or a test file.
	X(10)
	Values are:
"PRODUCTION" or "TEST"

	Filler 
	
	X(44)
	Value spaces

	

	Record Type   1
DETAIL RECORD – 124 Characters Long

	Record Type 1
	Record contains detail information
	X(2)
	Value 01.

	Identification Number 
	Social Security Number or Federal Identification Number
	X(9)
	SSN or FID requested

	ID Indicator
	Indicator whether ID is SSN or FID
	X(1)
	Valid values:   S - SSN, F - FID

	FID Name
	The FID name 
	X(40)
	When the ID Indicator is “F”, this field contains the FID Name.   Otherwise, it is blank.

	SSN First Name
	The SSN first name
	X(20)
	When the ID Indicator is “S”, this field contains the first name of the SSN holder.   Otherwise, it is blank.

	SSN Last Name
	The SSN last name
	X(20)
	When the ID Indicator is “S”, this field contains the last name of the SSN holder.  Otherwise, it is blank.

	DTF Use 1
	This field is for DTF use only.
	X(10)
	Must be passed back as is.  Contains the collection case id (E123456789).

	DTF Use 2
	This field is for DTF use only

	X(14)
	Must be passed back as is.   Contains the taxpayer’s internal ID.

	DTF Use 3
	This field is for DTF use only
	X(1)
	Must be passed back as is.  Contains the request indicator.  EG, “A” - all, “Q” - quarterly

	Filler
	
	X(7)
	Value spaces.

	Record Type  9
TRAILER RECORD – 124 Characters Long

	Record Type 9
	Record containing file trailer information
	X(2)
	Value 99

	Total Records
	Total record count excluding header and trailer
	9(8)
	

	Filler
	
	X(114)
	Value spaces.
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	Field Name
	Field Description
	Field Size
	Comments


	Record Type 00
HEADER RECORD – 550 Characters Long

	Record Type 
	Record Containing File Header Information
	X(2)
	Value 00

	Create Date
	Identifies date file was created.
	X(8)
	CCYYMMDD

	File Description
	Identifies Contractor
	X(60)
	Value “CONTRACTOR TO NYS DTF”

	Type of file
	Identifies file as a production file or a test file.
	X(10)
	Values are:
"PRODUCTION" or "TEST"

	Filler 
	
	X(470)
	Value spaces

	

	Record Type   1
DETAIL RECORD – 550 Characters Long

	Record Type 1
	Record contains detail information
	X(2)
	Value 01.

	Identification Number 
	Social Security Number of Federal Identification Number
	X(9)
	Matched SSN or FID.

	ID Indicator
	Indicator whether ID is SSN or FID
	X(1)
	Valid values:   S - SSN, F - FID

	FID Name
	The FID name 
	X(40)
	When the ID Indicator is “F”, this field contains the FID Name.   Otherwise, it is blank.

	SSN First Name
	The SSN first name
	X(20)
	When the ID Indicator is “S”, this field contains the first name of the SSN holder.   Otherwise, it is blank.

	SSN Last Name
	The SSN last name
	X(20)
	When the ID Indicator is “S”, this field contains the last name of the SSN holder.  Otherwise, it is blank.

	DTF Use 1
	This field is for DTF use only.
	X(10)
	Contains the collection case id (E123456789).  Pass back DTF-USE-1 on request file.

	DTF Use 2
	This field is for DTF use only
	X(14)
	Contains the taxpayer’s internal ID.  Pass back DTF-USE-2 on request file.

	DTF Use 3
	This field is for DTF use only
	X(1)
	Contains the request indicator.  EG, “A” - all, “Q” - quarterly.  Pass back DTF-USE-3 on request file.

	Account Number
	Taxpayer’s account number
	X(20)
	

	Account  Balance
	Account Balance
	S9(9)
	Numeric, whole dollars.   If account balance indicator is 0, then field will be 0.

	Account Balance Indicator
	Indicator whether account balance is not provided or average.
	X(1)
	Valid Values:  0 - not provided, 1 - average balance, 2 - current balance

	Account Type
	Numeric indicator of type of account
	X(2)
	Valid Values:  00 - applicable, 01 - savings, 04 - checking/demand deposit account, 05 - term deposit certificate, 06 - collateral account, 11 - money market account, 12 - IRA/KEOGH, 14 - ERISA plan account, 16 - cash balances, 17 - compound account, 18 - other

	Trust Fund Indicator
	Numeric indicator of type of trust
	X(1)
	Valid Values:  0 - not a trust, 1 - UTMA/UGMA account, 2 - IOLTA account, 3 - mortgage escrow account, 4 - security deposits (incl. real estate), 5 - other trust/escrow, 6 - information not available

	Match Indicator
	Results of match
	X(1)
	Valid Values:  0 - unwilling/unable to complete comparison, 1 - did comparison and name/SSN matched, 2 - did comparison and name did not match

	Account Status Indicator
	Indicates status of account
	X(1)
	Valid Values:  0 - open, 1 - closed, 2 - inactive

	Payee DOB
	Date of birth
	X(8)
	CCYYMMDD, blank if not available

	Payee Name
	Matched ID’s full legal name on account
	X(100)
	

	Payee Street Line 1 Address
	Matched ID’s street line 1 address
	X(30)
	

	Payee Street Line 2 Address
	Matched ID’s street line 2 address
	X(30)
	

	Payee City
	Matched ID’s city
	X(18)
	

	Payee State
	Matched ID’s state
	X(2)
	Standard State abbreviation

	Payee Zip Code
	Matched ID’s zip code
	X(9)
	

	Payee Country
	Matched ID’s country
	X(2)
	Standard Country abbreviation

	Payee Indicator
	
	X(1)
	Valid Values:  0 - if match is primary and sole account holder, 1 - if match is secondary holder, 2 - if match is primary but not sole account holder

	2nd Payee Name
	
	X(40)
	

	2nd Payee SSN
	
	X(9)
	

	Payer EIN
	Financial Source EIN
	X(9)
	

	Payer Name
	Financial Source name
	X(40)
	Financial source name for levy service.  Required.

	Payer Line 1 Address
	Financial source line 1 address
	X(30)
	Line 1 address for which a levy should be mailed to.  Line 1 or Line 2 required.

	Payer Line 2 Address
	Financial source line 2 address
	X(30)
	Line 2 address for which a levy should be mailed to.   Line 1 or Line 2 required.

	Payer City
	Financial source city
	X(18)
	City for which a levy should be mailed to.  Required.

	Payer State
	Financial source state
	X(2)
	Standard State abbreviation.  Required.

	Payer Zip
	Financial source 9 character zip 
	X(9)
	First 5 characters must be numeric and are required.  If 6 thru 9 are present, they must be numeric.

	Filler
	
	X(11)
	Value spaces.

	Record Type  9
TRAILER RECORD – 550 Characters Long

	Record Type 9
	Record containing file trailer information
	X(2)
	Value 99

	Total Records
	Total record count excluding header and trailer
	9(8)
	

	Filler
	
	X(540)
	Value spaces.
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‘exceeding the $300,000 cumulative sales threshold during such quartrs is regisered to colect New York Sate and local sales and.
‘compensating use taxes wit the Commissioner of Taxaion and Finanoe pursuant i Tax Law sections 1134 and 1253, The contracior
s lsted esch affists axcaeding the S300,000 cumulative <3l threshald during such quarars on Schedule A of s cerifeston,

T To the bestofthe contracor’ knowedge, the coniractor has one or mer aflaes, and each affate has not made sales delivered by
‘any means to Iocations within New York State of angibie personal property or axable servioes having a cumulative value n excess of
'$300.000 during the four sles tx quarters which immedisely preceds the ssies ax quarier n which this certfcaton is made.

Section 3 - Subcontractor registration status
O The contracto does not have any subcontaciors.

T To the bestofthe contractor’ knowedge, he contractor s one or more subconiraciors having made sales delvred by any means ©
locations within New York Stae oftangibl personal propery ortaxable senices having 3 cumulative value in excess of $300,000 during
the four sales tax quarters which immediataly precede the sals tax quartr in which tis cetficaton is made, and each subcontractor
‘excseding the $300,000 cumulative sales thrashold during such quartrs is registered to colect New York State and local sales and.
‘compensating use taxes wit the Commissioner of Taxaion and Finanoe pursuant to Tax Law sections 1134 and 1253, The contracior

s lsted each subcontractor excesding the $300,000 cumulative sales treshold during such quarters on Schedule Aof i cetfcation.

T To the best ofthe contracor’ knowedge, the contractor has one or mre subconiractors, and each subconiractor has not made sales
elvrad by any means o Iocatons witin New York State of tangible personal property o axable servioes having a cumulative value in
‘excess of 300,000 during the four sles tax quartrs which immedately precede the sales ax quarer in which this cerffcaion s made.

Swomtotnis__dayofl 20

T befre 3 oty ] =}
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‘Schedule A Listing of each entity (contractor, affiliate, or subcontractor) exceeding $300,000
cumulative sales threshold

List the contractor, or affiats, orsuboontractor n Schedule A anly f such enty exceeded the $300,000 cumulative sales threshold during the
Specifed sales tax quarters. See drectons below. For more information, see Publicaton 223.

[esie] same s recera Braross | saes o rumoer [ncgiatn]
& hee
(Column A~ Enter C in column A f the contractr; A an affliats of the coniractr;or S a subconiractr.

(Column 8 - Name - fthe iy i & corporstion ormited iabiity company. enter the exact egal name s registered wih the NY Deparimer.
of State. f applcable. f he anty is 3 parnership orsole proprietor, enfer e name of he parinership and each pariner’s given
name. or the Given namel(s) of the owner(s. 5 appiicabl. I the eny has a diferent DBA (dong business as) name, ener hat

(Column G — Address - Ener the street address of the enty’ principl place of business. Do no enter 3 PO box.
(Column D — ID number - Ente the federal employer identiicaton number (EIN) assigne to he entiy.If he entiy s an individual,anter the

Coumne -

Social securty number o that person.
‘Sales tax ID number - Eter oy ¥ éiferent from federal EIN in column .

Column F - I appissble, anter an X i tne ity hss submited Form DTF-17 o ths Tax Dparment but has notrecaived s cariioss of

authorty 25 of the date o s certication.
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Individual, Corporation, Partnership, or LLC Acknowledgment

STATE OF }
ss.
COUNTY OF }

Onthe__dayol____ intheyear20_, beforemepersonalyappeared |
Known to me to be the person who executed the foregoing instrument, who, being duly sworn by me did depose and say that
_he resides at.
Town of.
County of .
Staleof___andfurtherthat

(Mark an X n the appropriate box and complete the accompanying statement)

O (i an individual): _he executed the foregoing instrument in his/ner name and on his/her own behalf.

O (fa corporation):_heis the.

o tnecopomatin describedin said instrument; that, by authorty of e Board
of Directors of said corporation. _he s auihorized to execute the foregoing instrument on behalf of the corporation for
puposes set forth therein: and that_ pursuant to that authoriy, e executed the foregoing instrument in the name of and
‘on behalf of said corporation s the act and deed of said corporation.

O (rapartership):_heis a

o, . the partnership described in said instrument, that, by the terms of said
partnersnip, _he i auihorized 10 executs the foregoing instrument on behalf of the partnership for purposes set forth
therein; and that, pursuant to that authority, _he executed the foregoing instrument in the name of and on behalf of said
partnership as the act and deed of said partnership.

O (ra imited liabilty company): _he is a duly authorized member of_
LLC, the lmited liabity company described in said insirument; that _he is authorized to execue the foregoing instrument
‘on behatfof the imited liabilty company for purposes set forh therein: and that, pursuan to that authoriy, _he executed
the foregoing instrument in the name of and on behaif of said limited iabity company as the act and deed of said imited
liabity company.

Notary Public
Registration No.
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New York State Department of Taxation and Finance

Contractor Certification to Covered Agency ST-220-C

(Pursuant to Section 5-a of the Tax Law, as amended, effective April 26, 2006)

(12/11)

For information, consult Publication 223, Questions and Answers Concerning Tax Law Section 5-a (see Need Help? on back).

Contractor name

For covered agency use only
Contract number or description

Contractar's principal place of business City

State ZIP code

Contractor's mailing address (i different than above)

Estimated contract vaiue over
the full term of contract (but not
including renewals)

Contractor's federat employer identification number (EIN)

Contractor’s sales tax D number (it different from contraclor's EIN)

$

Coniractor’s felephone number Covered agency name

Covered agency address

Covered agency telephone number

1, , hereby affirm, under penalty of perjury, that | am

{name)

(iitle)

of the above-named contractor, that | am authorized to make this certification on behalf of such contractor, and | further certify

that:
(Mark an X in only one box)

[ The contractor has filed Form ST-220-TD with the Department of Taxation and Finance in connection with this contract and, ta the best of
contractor’s knowledge, the information provided on the Form ST-220-TD, is correct and complete.

[J The contractor has previously filed Form ST-220-TD with the Tax Department in connection with

(insert contract number or description)

and, to the best of the contractor’s knowledge, the information provided on that previously filed Form ST-220-TD, is correct and complete
as of the current daie, and thus the coniractor is not required to file a new Form ST-220-TD at this time.

Sworn to this_day of .20

(sign before a notary public)

(title)

Instructions

General information

Tax Law section 5-a was amended, effective April 26, 2006. On or
after that date, in all cases where a contract is subject to Tax Law
section 5-a, a contractor must file (1) Form ST-220-CA, Contractor
Certification to Covered Agency, with a covered agency, and

(2) Form ST-220-TD with the Tax Department before a contract
may take effect. The circumstances when a coniract is subject to
section 5-a are listed in Publication 223, Q&A 3. See Need help?
for more information on how to obtain this pubiication. In addition, a
contractor must file a new Form ST-220-CA with a coversd agency
before an existing contract with such agency may be renewed.

Note: Form ST-220-CA must be signed by a person authorized to make
the certification on behalf of the contractor, and the acknowledgement
on page 2 of this form must be completed before a notary public.

When to complete this form
As set forth in Publication 223, a contract is subject to section 5-a, and
you must make the required certification(s), if:

i. The procuring entity is a covered agency within the meaning of the

statute (see Publication 223, Q&A 5); )

iil. The contractor is a confractor within the meaning of the statute (see
Publication 223, Q&A 6); and
The contract is a confract within the meaning of the statute. This is
the case when it (a) has a value in excess of $100,000 and (b) is a
contract for commodities or services, as such terms are defined for
purposes of the statute (see Publication 223, QA 8 and 9).

fii.

Furthermore, the procuring entity must have begun the solicitation to
purchase on or after January 1, 2005, and the resulting contract must
have been awarded, amended, extended, renewed, or assigned on or
after April 26, 2008 (the effective date of the section 5-a amendments).




image7.emf

image8.PNG
Ac327s (e 117

NEW YORK STATE OFFICE OF THE STATE COMPTROLLER

SUBSTITUTE FORM W-9:
REQUEST FOR TAXPAYER IDENTIFICATION NUMBER & CERTIFICATION

TYPE OR PRINT INFORMATION NEATLY. PLEASE REFER TO INSTRUCTIONS FOR MORE INFORMATION.

Part I: Vendor Information

7 Legal Business Name: 2 Business nameldisregarded enty name. f Gferent from Legal
Business Name

vy e G oy
vt St et panersp, [ L iy . (] corporton, [ wot orpront

Desenst
TrsisEsates | Federa, Siat o Local Govemment ] Pubic Autnorty L] Disregarded ntty e
otver
Part I Taxpayor Idontifcation Numbor (TIN) & Taxpayer dentiication Type

1. Enter your TIN here: (DO NOT USE DASHES)
See nauctons.

2. Taupayer dentication Tvpe (chock appropeat b
[ emorer . (00 L et Sty e (50 | v Torarer .79y (] it StsBosess Enit)

Part lll: Address

7 Remitancs Address” 7 Ordering Address

Number, Street, and Apariment or Sute Number Nomber, Street, and Apariment or Sufe Narber

iy, State, and Nine Digit Zp Code or Country Ciy. State, and Nine Digit Zp Code o Country
‘Email Address

Part IV: Vendor Primary Contact Information — Executive Authorized to Represent the Vendor

Primary Contact Name e

Emai Adress: Prone Number:

Part V: Certification and Exemption from Backup Withholding

Under penatiesof perfury, | catly hat:
1. The number shown o his orm s my carec axpayer dentfication number (TN), and

2. 1amaUS. ctzen orciner US. person, and

3. (Check one only):

[ 1am not subjoct o ackup withhoding. o) exemot o b up wisoting, or (o) hve ot ben e by he
Inemat Revenue Sonic (175t am subct 0 5ackip Wikl a5 a0t of 10 eport  eest o dvidends, o
{c) the IRS has notified me that | am no longer subject to backup withholding),or

[] 1am subject to backup withholding. 1 have been notified by the IRS that | am subject to backup withholding as a resut of a
T 1o repr af et o canc, v hve ot o ooy e RSt 70 onger et ack winholdng.

Sign Hore:

Serare T Gaie

Pt Preparers Name e Number Emai Address

'DO NOT SUBMIT FORM TO RS — SUBMIT FORM TO NYS ONLY AS DIRECTED
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NYS Office of the State Comptroller
Instructions for Completing Substitute Form W-9

New York State (NYS) must obtain your correct Taxpayer Identification Number (TIN) to report income
paid to you or your organization. NYS Office of the State Comptroller uses the Substitute Form W-0 to
obtain certfication of your TIN in order to ensure accuracy of information contained in its payee/vendor
database and to avoid backup withholding.' We ask for the information on the Substitute Form W-0 to
carry out the Internal Revenue laws of the United States. You are required to give us the information.

Any payee/vendor who wishes to do business with New York State must complete the Substitute Form
W-9." Substitute Form W-9 is the only acceptable documentation. We will not accept IRS Form W-9.

PartI: Vendor Information

1. Legal Business Name: For individuals, enter the name of the person who will do business with
NYS as it appears on the Social Security card or other required Federal tax documents. An
‘organization should enter the name shown on s charter or other legal documents that created the:
organization. Do not abbreviate names.

2. Business name/disregarded entity name, if different from Legal Business Name: Enter your
DBA name or another name your entity is known by.

3. Entity Type: Check the Entity Type doing business with New York State.

Part II: Taxpayer Identification Number (TIN) and Taxpayer Identification Type
‘The TIN provided must match the name in the “Legal Business Name" box to avoid backup withholding.
For individuals, this is your social security number (SSN). However, for a resident alien, sole proprietor,
o disregarded entiy, refers to IRS W-9 instructions for additional information. For other enties, it is your
employer identification number (EIN). If you do ot have a number or if the account s in more than one
name, refer to IRS W-9 instructions for additional information.

1. Taxpayer Identification Number: Enter your nine-digit Social Security Number, Individual

‘Taxpayer Identification Number (ITIN) or Employer Identification Number (EIN).
2. Taxpayer Identification Type: Check the type of identfication number provided.

Part ll: Address
1. Remittance Address: Enter the address where payments, 1099s, if applcable, and official
correspondence should be mailed. This will become the default address.
2. Ordering Address: Enter the address where purchase orders should be sent. Please note that
purchase orders will be sent via email by default

Part IV: Vendor Primary Contact Information
Please provide the contact information for an executive at your organization. This individual should be
the person who makes legal and financial decisions for your organization. Name, phone number and email
address are required.

Part V: Certification and Exemption from Backup Withholding
Check the appropriate box indicating your exemption status from backup withholding. Individuals and sole
proprietors are not exempt from backup withholding. Corporations are exempt from backup withholding
for certain types of payments. Referto IRS Form W-9 instructions for additional information. The signature
should be provided by the individual, owner, officer, legal representative, or other authorized person of the
entity listed on the form. Certain exceptions to the Signature requirement are listed in the IRS instructions
for form W-

* Accodin 0 IRS Regulations, OSC st witihold 28% ol pyenents f s pyelsndor s 0 provide OSC i cstified TI. The Sbstite Form W-9
et payeshendors TV
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