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August 4, 2014
Amendment #3 

For Request for Proposals (RFP) 14-04 Real Property Tax Administration System Solution 
To All Potential Bidders:

The Department is issuing the Preliminary Base Contract and Amendment #3 to:

· Amend the Schedule of Events;
· Modify the language in Contract Signing and Contract Term;

· Amend the definition of Finalized Project Timeline;

· Add a definition for License;

· Amend the definition of Product;

· Amend the Technical Considerations in the Scope of Services;

· Amend the Source Code escrow requirement in the Scope of Services;

· Add a task to Deliverable 11;

· Remove a requirement of written deliverables;

· Remove language from Online Public Access;

· Modify the Disaster Recovery Requirement;

· Modify the Security Requirement;

· Modify the Licensing Requirement;

· Amend the Acceptance language;
· Amend Exhibit C, Deliverable Transmittal Form;

· Amend Exhibit D, Letter of Deliverable Rejection;

· Amend Attachment 1, Bidder’s Checklist;  
· Amend Attachment I, Disaster Recovery Response Form;

· Amend Attachment J, Security Response Form;

· Amend Attachment K, Licensing/Source Code Escrow Response Form; and 
· Amend Attachment 18, Financial Response Form.
Replacement pages to the RFP are attached.  All deletions are shown as green, strike-through text, all additions are made in orange text.  
All other requirements and conditions remain as indicated in the RFP.

Schedule of Events

	Issuance of RFP
	May 7, 2014

	Issuance of Draft Preliminary Base Contract
	On or about May 14 June 27 August 4, 2014

	Deadline for filing Offerer Understanding of, and Compliance with, Procurement Lobbying Guidelines
	May 21, 2014 June 23, 2014 by 2:00 PM ET

	Deadline for first Submission of Questions
	May 21, 2014 June 23, 2014 by 2:00 PM ET

	Department Response to Bidder Questions
	May 30 June 30, 2014

	Deadline for Registering for the Pre-Bid Conference
	June 2 July 8, 2014 by 12:00 PM ET

	Pre-Bid Conference Webinar
	June 2 July 8, 2014 2:00 PM ET

	Deadline for second submission of Bidder Questions
	June 17 July 17, 2014

	Department response to second submission of Bidder Questions
	June 24 July 29, 2014

	Deadline for third submission of Questions
	August 11, 2014 by 2 PM ET

	Departments response to third submission of questions
	August 19, 2014

	Deadline for Submission of Mandatory Notification of Intent to Bid and submission of Software Trial with converted data
	June 30 August 4 August 26, 2014

	Proposals Due
	July 16 August 18 September 9, 2014 by 2 PM ET

	Bidder’s System Presentations – Proof of Concept
	August/September 2014

	Notification of Intent to Award
	August 28 September 18 October 10, 2014

	Deadline for Contract Signature
	September 29 October 17 November 10, 2014

	Anticipated System Go Live Date
	December 1, 2015 March 31, 2016


G. Submission of Proposals

The Bidder must submit their proposals as instructed in Section X, Proposal Submission.

H. Bidder’s System Presentation 

All Bidders who pass Phase One of the evaluation process will be required to participate in a system presentation as outlined in Section XI. Proposal Evaluation, 2.  Evaluation Process Overview, b. Phase Two Evaluation, iii. System Solution Presentation.

H. Contract Signing and Contract Term

The Bidder must agree to sign a contract within thirty (30) days of Notification of Award.  If the Bidder fails to do so, the Department reserves the right to begin negotiations with the next highest ranked Bidder.  The Preliminary Contract will be posted to the Department’s web site by the date specified in the Schedule of Events.  Any exceptions or additions to the terms and conditions of the Preliminary Contract must be identified in the Bidder’s proposal.  The Department will not sign any vendor supplied contract documents.  As such, if there are specific terms to be included in the final Contract, they must be submitted in response to Section IX.B.20.  Software License Agreement terms are expressly made subject to negotiation to comply with the terms of the RFP and Preliminary Contract.  License terms will be made part of the Contract only as negotiated and agreed to between the State and the Contractor.

The Department will award one Contract to the successful Bidder for an initial term commencing upon approval of the New York State Attorney General and the Office of the State Comptroller through December March August 31, 20187, with the ability to extend the contract for one (1) five (5) year term, for support and maintenance only.   Note:  Change Orders to modify the system to accommodate changes (ex. Legislative, policy, procedure, etc.) are considered maintenance of the system shall also be payable under this five (5) year term with prior approval of the Office of the State Comptroller.

	Term
	Definition

	Exemption Code

	A five digit number assigned by the Office of Real Property Tax Services (ORPTS) to every exemption granted by statute in New York State.  The significance of the first digit of each code is as follows:

1. Publicly owned, wholly exempt. 

2. Privately owned, wholly exempt. 

3. Publicly owned, partially exempt. 

4. Privately owned, partially exempt. 

The second, third, and fourth digits identify and group exemptions and the last digit specifies the taxing purposes to which the exemption applies (county, town or city, school, village or some combination thereof or all).

	File Transfers
	A standard network protocol used to transfer files from one host to another host over a TCP-based network, such as the Internet. FTP is built on a client-server architecture and uses separate control and data connections between the client and the server.

	Final Assessment Roll
	A document containing assessment and exemption information on all parcels in a municipality.  It differs from the tentative assessment roll with respect to changes ordered by a board of assessment review, assessment and ceiling assessments made by the Office of Real Property Tax Services and ownership and address changes since the tentative roll.  It is filed on July 1 in most towns.

	Finalized Project Timeline
	The project timeline that is negotiated after Contract award approval and accepted by the State as a result of Deliverable 2, Implementation Plan.

	Framework Code
	The codebase, or code base, is used in software development to mean the whole collection of source code used to build a particular software solution.

	Geocoding
	The process of finding associated geographic coordinates (often expressed as latitude and longitude) from other geographic data, such as street addresses, or ZIP codes (postal codes).

	GIS
	A geographic information system (GIS) is a computer system designed to capture, store, manipulate, analyze, manage and present all types of geographical data.

	Grade
	A measure of quality of construction.

	Grid Coordinates
	Information from the tax map process that represents an easting reading and a northing reading from the point of origin of the appropriate zone of the New York coordinate system to the visual center of each land parcel.

	Grievance Day
	A period of time designated for administrative review of assessments by a board of assessment review; Beginning on the fourth Tuesday of May, or such other date as is established by city charter, county charter, county tax act or other special law, and so many days thereafter as the board of assessment review deems necessary, such board shall meet to hear complaints in relation to assessments.


	Term
	Definition

	
	deems necessary, such board shall meet to hear complaints in relation to assessments.

	Hard-coded
	Refers to the software development practice of embedding what may, perhaps only in retrospect, be regarded as input or configuration data directly into the source code of a program or other executable object, or fixed formatting of the data, instead of obtaining that data from external sources or generating data or formatting in the program itself with the given input.

	Homestead Class
	All one, two or three-family residential real property used wholly or primarily for residential purposes, farm dwellings, condominiums with certain restrictions and owner-occupied separately assessed mobile homes and trailers. (RPTL 1901).  The codes used are H for Homestead, N for Non-homestead and S for a parcel that is designated both homestead and non-homestead.

	HTML5
	A markup language used for structuring and presenting content for the World Wide Web and a core technology of the Internet.

	Income Approach
	An appraisal technique whereby the value of an income-producing property is estimating by capitalizing its net operating income using an appropriate capitalization rate.  Value = Income / Rate.

	Jurisdiction
	The physical territory over which authority, power or control is exercised.  Assessment jurisdictions in New York State may be counties, cities, towns and villages.  These may also be taxing jurisdictions such as school districts and special districts.

	Infrastructure
	The basic physical and organizational structures and facilities used in supporting and maintaining applications.

	Key Change
	The process of changing a parcel key on RPS.

	Level of Assessment
	The percentage of full market value at which assessments are, on average, made in a given assessing unit.

	License
	A License granted to the Enterprise of unlimited, perpetual, non-exclusive, royalty free, concurrent and irrevocable rights to use, execute, reproduce, display, perform, deploy, access,  modify, maintain and/or  merge the Product(s) and Solution anywhere within the Enterprise.

	Market Approach
	An appraisal process whereby the value of a subject property is predicated on the adjusted (for time and inventory differences) selling prices of comparable properties.  Also known as the "direct sales comparison approach."

	Market Value (also Full Market Value)
	That price in an open market at which a willing buyer would buy and a willing seller would sell neither being under abnormal pressure and both being fully informed. 

	Multi-tenancy
	Refers to a principle in software architecture, where in, a single instance of the software runs on a server, serving multiple client-organizations (tenants). Note: Multi-tenancy is not to be confused with multi-instance architectures, where in, separate software instances (or hardware systems) operate on behalf of different client organizations. With a multitenant architecture, a software application is designed to virtually partition its data and configuration, and each client 


	Term
	Definition

	Physical or Quantity Change

	An increase in assessed value resulting from new construction, property annexed from another assessing unit, property omitted from the prior roll, property discovered during tax mapping and property which has become locally assessed (usually a transfer to assessment roll section 1 from assessment roll section 8). Also a decrease in assessed value resulting from fire, demolition, loss of parcels due to tax mapping, removal of mobile homes, removal of duplicate parcels and transfer out of the locally assessed category.

	Print Key
	A condensed version of the parcel key used on printed reports which shows only the significant characters in the parcel key.

	Product(s)
	The software, including configurations and customizations and related documentation, plans, manuals, etc. delivered to the State in accordance with the Agreement.  The software, including third-party software, as well as components, modules, units, configurations, integrations, and customizations and related documentation, plans, manuals, etc., delivered to the State in accordance with the Agreement.

	Production Environment
	A production environment is where the real-time staging of programs that run an organization are executed, and includes the personnel, processes, data, hardware, and software needed to perform day-to-day operations.

	Property Classification Code
	A three digit code, established by ORPTS for categorizing property by use.

	PSUCI
	Pipeline Special Use Uniform Construction Index.

	Real Property
	The sum of the tangible and intangible rights in land and improvements affixed thereto.  The bundle of rights that accrues to the owner of real estate. (RPTL Sec.102)  For another definition, see How the Property Tax Works.

	Real Property Tax Law (RPTL)
	Chapter 50-A of the consolidated laws of the State of New York in which are found most of the statutes pertaining to assessment and property tax administration. It's further subdivided into articles and sections.  The laws can be found at:  http://public.leginfo.state.ny.us/LAWSSEAF.cgi?QUERYTYPE=LAWS+&QUERYDATA=@LLRPT+&LIST=LAW+&BROWSER=EXPLORER+&TOKEN=20110053+&TARGET=VIEW

	Real Property Transfer Report (RP-5217)
	A form on which is reported to the Office of Real Property Tax Services and local municipalities pertinent information concerning transfers of title to real property. This information is used by ORPTS to determine residential assessment ratios and for full value measurement purposes. This form also ensures that the local assessors know the true consideration and other circumstances surrounding every sale. A copy of this form must be attached to every deed presented for recording. For further details, see Real Property Sales Information.

	Replacement Cost New (RCN)
	The cost to construct at current prices an improvement having utility and desirability equal to that of the improvement being appraised, but built with modern materials according to current design standards. The RCN concept effectively eliminates function obsolescence.


accompanying response times, by the terms of Section VII.E. Support and Maintenance of this RFP, or by a fixed deadline to changes resulting from legislative or administrative requirements (often in constrained time frames). 
*The Department is currently under contract with Marshall and Swift/Boeckh ™ which provides the source data necessary to support the existing RPSv4 Cost Valuation module. The conversion of this industry standard data to that used in Boeckh™ valuation models, is being performed annually, prior to the delivery of the current valuation data updates to the Department.  These updates are inserted by Department staff into the source data used by RPSv4. 
Within the proposed solution, the Bidder is responsible for supplying a Cost Valuation module which meets current industry standards.  The Department is not requiring the Boeckh cost valuation models.  The Bidder must indicate whether the proposed cost valuation module will include the source data and updates; or identify the cost data/update provider(s) that the cost valuation module will be set up to accept without modification. 
Technical Considerations

The proposed solution must allow for virtualization, scalability and deliver optimal performance optimally when accessed by the public and a minimum user community of 3,000 C concurrent users.  The s Solution must be a statewide solution for the approximately 1,100 city, town, county and village assessing units in NYS containing approximately 5.5 million parcels.  All Ssoftware Ll Licenses necessary to support the Solution, must be unlimited, concurrent, perpetual, non-exclusive, royalty-free, concurrent and irrevocable rights to use, execute, reproduce, display, perform, deploy, access, modify, maintain and/or merge the Products and Solution anywhere within the Enterprise licenses.  

The proposed system Solution will be housed at a New York State Data Center.  Therefore, the proposed solution must accommodate the state’s federated service security model.  NYS will monitor and control access to the proposed solution. The licensed product will be accessed after authentication is granted from the State’s security layer. 
The Bidder must review the State’s minimum security requirements and be able to provide a sSolution which prevents gaps in the secure operations of the proposed sSolution.  The minimum security Policies and standards are defined found at: http://www.dhses.ny.gov/ocs/resources/ ;

 http://www.its.ny.gov/tables/technologypolicyindex.htm/security; and 
http://www.its.ny.gov/policy/Enterprise_Secure_Coding_Standard_v1.0.pdf. 

The Contractor will be required to work with the State will be working in tandem with the Bidder to prepare and configure all required development life cycle environments, including, Development, Testing, Stress Testing, Training and Production. All installations and deployments of the RSPv5 solution and its components will be a collaborated effort between the State and the Bidder. The State and the Bidder Contractor will be required to work together with the State to load the necessary data required to operate the above mentioned environments. The State Contractor will be required to work with the Bidder State to test, optimize, load balance, scale and test performance of the RPSv5 solution. The State

 Contractor will be required to will be working with the Bidder State at intervals of customization installations, configuration installations, migrations, updates and patches of the proposed solution.  

Data conversion of the RPSv4 system will not be a responsibility of the Bidder Contractor. The Department State will be converting the data from the RPSv4 system, into the needed format for the RPSv5 solution.

The Bidder Contractor will provide the State with all Maintenance including new releases, product updates, upgrades, patches, bug fixes, rollback of problematic updates, and resolution of any outstanding issues caused by software updates, product and technical support.
The Bidder Contractor will be required to place the source code in escrow including all configurations, customizations, enhancements and tools necessary to utilize the source code.  In the event, that the Contractor files for bankruptcy; or becomes insolvent, the Contractor misrepresents its products or services, the Contractor fails to perform work as agreed upon in the Contract resulting from this RFP, the Contractor ceases business operations generally; or fails to make available maintenance or support services for the then-current version of the licensed product, the Contractor transfers any ownership interest in the code to any party not named in the Contract, the Contractor or the state does not renew or extend the Contract, the Contractor transfers all or substantially all of its assets or obligations set forth in the Contract to a third party, or the current licensed software reaches end of life or the current licensed software is otherwise discontinued,  or the Contractor or the State does not renew or extend the Contract, the State shall have a royalty-free, irrevocable, unlimited, nonexclusive, perpetual right to use, modify, execute, reproduce, display, perform, deploy, access,  and maintain and/or merge the escrowed Source cCode, and any other accompanying documentation.  Contractor shall identify the escrow agent upon commencement of the Contract term and shall certify annually that the escrow remains in compliance with the terms of this paragraph.   Source Code, as well as any corrections or Eenhancements to such sSource cCode, shall be updated for each new release of the Product in the same manner as provided in maintenance and such updating of escrow shall be certified to the State in writing.  Contractor shall identify the escrow agent upon commencement of the Contract term and shall certify annually that the escrow remains in effect in compliance with the terms of this paragraph.
Implementation 

The State has divided the Real Property Tax Administration System Solution into two phases.  The Contractor may work in parallel on the phases, however: 

· Phase 1 - The implementation of Phase 1 must be completed, accepted and ready for use no later than December March 31, 20165. This phase of the solution is the replacement of the current system (RPSv4).  Bidders should refer to the Department’s website to determine the components of the current RPSv4 system at: 

http://www.tax.ny.gov/research/property/assess/rps/support/WebHelp/RPSV4_Web_Help.htm
	Deliverable
	Deliverable Description
	Tasks
	Implementation Phase

	
	
	
	Phase 1
	Phase 2

	
	
	Solution
	X
	X

	Deliverable 10
	Training, Technology and Knowledge Transfer - described in Section III.J.
	1. Training Plan for developed system Solution
2. Customized Product Solution Technical/Operational Training

3. Customized Product Solution Functional Training

4. Customized Product Solution Training Materials
	X
	X

	Deliverable 11
	Production Deployment - described in Section III.K.
	1. Go-Live Checklist

2. Rollout to Production Plan
3. Security Review and Report
4. RPSv5 production deployment
5. Installation, set up, modifications, deployment and assist in loading data for select pilot municipalities
	X
	X


All deliverables as a result of from the Contract awarded from this RFP shall become the property of the State.  Acceptance of all deliverables The procedure for transmittal of Deliverables shall be in accordance with the following procedures as follows:

· The Contractor shall submit a document such delivery on the Deliverable to the State with two copies of the signed Deliverable Transmittal Form (Exhibit C).

· The State Project Manager shall countersign and date both copies upon receipt and return one the form indicating receipt of the Deliverable(s). contents described therein. The State Project Manager shall send a memo indicating the receipt of deliverables to the Contractor.
· Following review of the final dDeliverable(s), the State Project Manager shall will issue to the Contractor a notice Letter of Deliverable aAcceptance (see Exhibit E) or Letter of Deliverable Rrejection (see Exhibit D) of the d Deliverable(s).

· In the event of If a Deliverable is rejectedion by the State, the State must identify in the Letter of Deliverable Rejection, Contractor must correct the identified deficiencies or

nonconformities of the Deliverable(s), within the and a time frame to correct such deficiencies or nonconformities specified in the rejection notice.  
· The Contractor shall correct the identified deficiencies or nonconformities, within the time frame specified in the Letter of Deliverable Rejection.
· Contractor may continue to work on other Subsequent project tasks may continue while Deliverable(s) deficiencies or nonconformities with a deliverable are rectified and accepted by the State Project Manager, unless the State Project Manager notifies has specifically notified the Contractor, in writing, that a particular deficient or nonconforming task within a Deliverable must be fixed prior to proceeding with the other tasks to not proceed until the deficiencies of the deliverable are rectified.

· Once the Contractor has resolved the issues to the satisfaction State’s issues have been addressed and resolutions are accepted by of the State Project Manager, the Contractor shall incorporate the resolutions into the deliverable and resubmit the d Deliverable to the State with two copies of the signed Deliverable Transmittal Form for acceptance.
· See also VII. General Requirements (B) Acceptance.
Please note:  The Contractor will be required to submit For each tangible Deliverable, a draft and final copy of each written Deliverable., t The Contractor shall submit one hard copy and one electronic copy.  An annotated outline of each major deliverable shall be required before beginning development of the deliverable. This outline shall be reviewed by the RPSv5 project team and approved by the State Project Manager. At least one meeting shall be required with the RPSv5 project team to insure content coverage is complete.
The State shall review the draft documents and return comments for revision of the draft within five (5) business days. The State Project Manager shall send a letter/memo to the Contractor, indicating any required changes. The Contractor shall incorporate the changes within five (5) business days.

Written deliverables shall demonstrate due diligence in meeting the scope and requirements of the associated final written deliverable. Written deliverables shall:

· Satisfy the scope and requirements for that deliverable.

· Be presented in a format appropriate for the subject matter and depth of discussion.

· Meet the acceptance criteria developed for each deliverable.

A. Deliverable 1 - Project Management

Success of this project will be highly dependent on the quality and experience of the Contractor’s teams assigned.  
1. Project Management Plan

be required to work alongside State Data Center staff to ensure all components are installed, and ready for use.

1. Rollout to Production Plan
· The Contractor must incorporate the “Go-Live” Checklist above in a detailed step-by-step rollout to production plan that documents all the activities (Contractor and State) that need to be accomplished to successfully migrate the new System RPSv5 to the production environment.  The plan shall provide a detailed schedule of activities with key go/no go decision points identified throughout the deployment process, including a migration and change control plan for future releases and versions (please see Section VII.C – Change Control Management and Exhibit A – Change Control p Procedure for more details).  In addition, the plan shall detail a back-out and recovery Process to be triggered in the event the turnover to production fails. The back-out and recovery process shall ensure that the old System is maintained and restored if necessary and all remaining data remaining available to State users with no impact to their job function or activities.
Any bug patches or upgrades that occur during the deployment would be the responsibility of the Contractor with knowledge transfer to the State’s technology staff.  The Contractor is expected to describe the role of the State and Contractor staff for bug and patch applications (if any).
2. Security Review and Report
· The Contractor will provide an independent third party security review of all software. This security review will be performed at the Contractor’s expense, and results must be approved by the State before the RPSv5 software is deployed to the production environment.  

3. RPSv5 production deployment
· Contractor must assist the State in the deployment of RPSv5, into the Production Environment. 
4. Installation, set up, modifications, deployment and assist in loading live data for select pilot municipalities
· Contractor must work in collaboration with the State to install, set-up and make any and all modifications to the RPSv5 Ssolution in the Production Environment. Contractor must assist the State with the loading data for select municipalities. 
Response Requirement
The Bidder must complete Attachment E, Functional Requirements Response Form with the requested information and provide a narrative detailing how the proposed system Solution meets each of the requirements of this section.  The Bidder’s response must provide the State with a clear understanding of how the proposed solution Solution meets the requirement. The Bidder must indicate whether each requirement is provided fully functional, fully functional with configuration (no custom development), or is a customized enhancement. 

Failure to provide sufficient detail to the mandatory topics of this section will result in the Bidder’s proposal being deemed non-responsive and removed from further consideration.

A. User Accessories (M)


The Real Property Tax Administration System Solution must provide the ability to perform routine data management tasks and local data creation.  The system Solution must provide for on-demand data mining.


Response Requirement
The Bidder must complete Attachment E, Functional Requirements Response Form with the requested information and provide a narrative detailing how the proposed system Solution meets each of the requirements of this section.  The Bidder’s response must provide the State with a clear understanding of how the proposed solution Solution meets the requirement. The Bidder must indicate whether each requirement is provided fully functional, fully functional with configuration (no custom development), or is a customized enhancement. 

Failure to provide sufficient detail to the mandatory topics of this section will result in the Bidder’s proposal being deemed non-responsive and removed from further consideration.
B. Online Taxpayer Public Access (M)


For Phase 2, the Real Property Tax Administration System Solution must allow for online access of to real property related information for the public.

Response Requirement
The Bidder must complete Attachment E, Functional Requirements Response Form with the requested information and provide a narrative detailing how the proposed system meets each of the requirements of this section.  The Bidder’s response must provide the State with a clear understanding of how the proposed Ssolution meets the requirement. The Bidder must indicate whether each requirement is provided fully functional, fully functional with configuration (no custom development), or is a customized enhancement. 
· Describe how the solution will meet the minimum requirements of System Performance/Usage/Scalability. (M)
· Explain how the proposed solution will scale during high volume demand. (M)
· Give examples of response times (e.g. screen refresh, data transmission). Describe the testing tools and best practices utilized to measure response times. (M)
· Explain how the proposed solution will be utilized by power users, basic users, delete/update users, and administrators all levels of users. The Bidder must provide a clear understanding of the hierarchy of the user usage structure. (M)
· Describe how the proposed solution runs 95% of transactions in less than 5 seconds, and how the proposed solution would be able to produce tax rolls for a locality in under an one hour, as any processing over an one hour would be deemed poor performance (M).
· Confirm the proposed solution meets NYS accessibility requirements (M).
1. Disaster Recovery (M)

The Contractor must have in place, and disclose to the State its comprehensive Business Continuity/Disaster Recovery Plan, as necessary and in the manner agreed upon, which provides alternative arrangements for all Services in the event of a short-term business interruption and/or long term loss of performance capability.  

Contractor shall as soon as possible but no later than twenty-four (24) hours after the occurrence of an event requiring activation of its Disaster Recovery Plan, inform the State that the Disaster Recovery Plan has been activated.  At that time, Contractor shall provide the State with a description of the nature and extent of the disaster, an assessment of the impact on all Services provided pursuant to the Contract and a description of the specific recovery actions with their associated timeframes which have been or will be taken as part of its Disaster Recovery Plan.  Contractor will provide appropriate periodic updates of the recovery process as required by the State.
The RPSv5 solution will be hosted at NYS’s Data Center. NYS has its own Disaster Recovery process, policies and procedures. The RPSv5 solution will be incorporated into the State’s Disaster Recovery plan, therefore the Bidder Contractor must provide the State with all related Disaster Recovery documentation which will be necessary for the State’s use to incorporate the RPSv5 solution into its Disaster Recovery  process. The provided Disaster Recovery documentation must include the bulleted response items listed below, but should not be limited to only these requirements, if the Bidder Contractor discovers additional information necessary for Disaster Recovery; the Bidder Contractor must include this documentation along with the Disaster Recovery response below.

Response Requirement

The Bidder must complete Attachment I, Disaster Recovery Response Form addressing the following:

· Describe the system’s fault tolerance and disaster recovery approaches (M).
· Describe any single points of failure (M).
· Affirm that it has a comprehensive Disaster Recovery/Business Continuity Plan (M)

· Affirm that it is willing to disclose to the State the comprehensive Disaster Recovery/Business Continuity Plan in the manner mutually agreed upon (M)

· Affirm that it will notify the State in the event of the activation of its Disaster Recovery Plan within the time frame specified in the Requirement (M).
2. Security (M/D)

The Bidder must provide a Real Property Tax Administration solution which prevents gaps in the secure operations of the proposed solution. The proposed solution must not expose

system vulnerabilities through flaws in the design, development, deployment, upgrades, or maintenance of the proposed solution.

The Bidder must review the State’s Policies and Standards and be able to provide a Solution which prevents gaps in the secure operations of the proposed Solution. The Policy and Standards are found at: http://www.dhses.ny.gov/ocs/resources/ ;

 http://www.its.ny.gov/tables/technologypolicyindex.htm/security; and 

http://www.its.ny.gov/policy/Enterprise_Secure_Coding_Standard_v1.0.pdf. 

Bidder will provide a Secure Coding Policy for review. Requirements for background checks and training in secure coding techniques for Development team members should be included in or provided as a supplement to the Secure Coding Policy.
The web server must be secure, allowing only 128-bit HTTPS connections using the SSL 3.0 protocols at a minimum.; the The site must be restricted exclusively to connections from the approved State server. Any and all data transmitted to users over a network must be encrypted using the 128-bit HTTPS connections using the SSL 3.0 protocol at a minimum. 
Application data is not to be stored directly on the web server; any data collected on the web server should be immediately written to a database residing on a different host.

User IDs and passwords must not be Hard-Coded into any portion of the application.
The web server must be configured to not allow browsing of the web server pages without user authentication or public access rights. 
The solution will be required to must restrict and maintain data and database access to authorized users, in accordance with the privileges of those users. 
The Contractor will provide an independent third party security review and report of all software. The results of the security review must be approved by the State before the RPSv5 software is deployed to the production environment.  

It is desirable that the proposed solution:

· Include multiple authorization roles and data factoring to limit data access to only those who need access a particular subset of the data. 
· Contain active monitoring and alerting of all data access. 
· Contain proactive monitoring of all network activities and blocking of all suspicious activities.
Response Requirement

The Bidder must complete Attachment J, Security Response Form addressing the following:

· Explain how the included security tools in the proposed solution work with Standard Security Federation services (M)? 
· Describe how the Bidder will meet the State’s Policies and Standards and will prevent gaps in the secure operations of the proposed solution(M)

· Provide Documentation for the Bidder’s secure coding policies and standards.  This should include documentation of how the Bidder verifies that development team members have had background checks and have had training in secure coding techniques (M).
· Explain how the proposed solution restricts access to the following (M):  

· Administrative tool access
· Application access
· Menu access
· Record access
· Field access
· Querying/reporting access  
· Provide documentation detailing how the proposed solution complies with the 128-bit HTTPS connections using SSL 3.0 protocol at a minimum. (M) 
· Does the proposed solution handle encryption of data at rest (D)?
· If so, explain how the proposed solution handles encryption of data at rest (D).
· Does the proposed solution handle encryption as the data is being stored?  If so, explain how the proposed solution handles encryption as the data is being stored (D).
· Does the proposed solution handle encryption of data in flight or in process (D)?  If so, explain how the proposed solution handles encryption of data in flight or in process (D).

· Explain how the proposed solution complies with the Application Data standards storage requirements (M)?  
· Explain how the proposed solution complies with best practice security requirements (M). 
· Explain how the proposed solution complies with the no hardcoding of user id ID(s) and password(s) standards requirements (M)?
· Describe how the proposed solution is configured to restrict web browsing of the web server without user authentication (M).
· Describe how the proposed solution restricts data and database access to authorized users (M).

· Describe how the Contractor will track and remediate all security issues uncovered during entire development life cycle, and how the Contractor will provide an independent security review before any software is deployed to the production environment.  (M)

· Describe how the proposed solution provides multiple authorization roles and data factoring to limit access (D).
· Describe how the proposed solution provides active monitoring and alerting of all data access (D).
· Describe the proposed solutions proactive monitoring of all network activities and blocking of suspicious activities capabilities (D).
· Does the proposed solution comply with best practice security requirements?  If so, please explain how the proposed solution complies with best practice security requirements (D)?

6. Licensing/Source Code Escrow (M/D)

A. License (M)

The Bidder must provide a licensing module model which provides unlimited, perpetual, non-exclusive, royalty-free, concurrent and irrevocable rights to use, execute, reproduce, display, perform, deploy, access, modify, maintain and/or merge the licensing for the RPSv5 Product(s) and Ssolution anywhere within the Enterprise.  
B. Source Code Escrow (M)

1. The Contractor will be required to place the Source Code in escrow in upon Acceptance of each Deliverable that includes software, but prior to payment, and with every revision, including all configurations, customizations, enhancements and tools necessary to utilize the Source Code.  

2. Should it become necessary for the State to access the escrowed Source Code the State shall have an unlimited, perpetual, non-exclusive, royalty-free, irrevocable right to use, execute, reproduce, display, perform, deploy, access, modify, maintain, and/or merge the escrowed Source Code and any other accompanying documentation.

C. Terms and Conditions of State’s Access the Source Code in  Escrow (D)

Although the State will consider some degree of variation, if necessary, the State’s preferred terms for contingencies in which the State will obtain rights to the Source Code are as follows: In the event, that the Contractor files for bankruptcy; becomes insolvent, misrepresents its products or services, fails to perform work as agreed upon in the Contract resulting from this RFP, ceases business operations generally; fails to make available maintenance or support services for the then-current version of the licensed product, transfers any ownership interest in the code to any party not named in the Contract, transfers all or substantially all of its assets or obligations set forth in the Contract to a third party, or the current licensed software reaches end of life or the current licensed software is otherwise discontinued,  or the Contractor or the State does not renew or extend the Contract, then the State will have the right to access the escrowed Source Code.

Response Requirement

The Bidder must complete Attachment K, Licensing Response Form addressing the following:

Provide details of Explain how licenses are sold are provided for the proposed

· sSolution? (M)
· Provide all other materials pertaining to licensing for the proposed solution. (M)
· Supply all Software License Agreements and affirm that such agreements are subject to negotiation to conform with the terms and conditions of the RFP and draft preliminary contract. (M)
· Supply terms of use for any third-party product used in the Solution, as applicable (M).
· State whether you can meet all of the State’s desired terms and conditions of State access to Source Code in escrow. If not, explain what cannot be met and why and provide alternatives. (D). 
7. GIS (M/D)
The RPSv5 solution Solution relies heavily on GIS tools. Location tools and mapping capabilities play significant roles in parcel management. The proposed solution Solution must contain a GIS toolset either in the software or through integration with a 3rd party GIS toolset.  The State’s preference is the RPSv5 solution utilizes Environmental Systems Research Institute, Inc. (Esri) for its GIS toolset.

Below find standard uses of GIS software within the individual parcel maintenance construct:
· Standard geocoding capabilities (D)
· Standard mapping capabilities (M)
· Routing (D)
· Map exporting/updating/saving (M)
It is desirable that the proposed solution Solution allows for the following:

In the future, New York State will have an available ility base map of New York State parcel data.  It may be desirable for the localities, and the State to be able to utilize this data.  
In the future, New York State will publish its own statewide geocoding service.  It may be desirable for the localities and the State to be able to utilize the State’s geocoding service.  
Response Requirement

The Bidder must complete Attachment L, GIS Response Form addressing the following:

· Does the proposed solution Solution provide for GIS capability and/or does your solution provide for integration with 3rd party GIS (M)?
· Describe the proposed solutions Solution’s GIS capabilities. (M)
· Explain what product and version of GIS is currently in use in the proposed solution Solution. (M)
· Describe how the proposed solution Solution provides for the following standard uses:
For Phase 1, Deliverable 3 (Fit Gap Analysis, etc.), is a threshold Deliverable which must be timely delivered and accepted in order for Contractor’s work on the Solution to proceed.  Should the Contractor fail to successfully complete Deliverable 3, or if Deliverable 3 is determined by the State to be unacceptable, or incapable of being remediated for Acceptance in a timely fashion under the time constraints of the work to be performed, the State, in its sole discretion, shall have the option to cancel the Contract and conduct contract negotiations with the next ranked responsible Bidder.  Such cancellation shall not give rise to any cause of action against the State for damages, loss of profits, expenses, or other remuneration of any kind.

For each Phase, Acceptance of Deliverable 4 (Customization, Software Development and Configuration) and Deliverable 6 (Testing), will not occur before all Deliverables to be tested for each respective Phase are complete and thoroughly and successfully validated through pre-production testing.  For each Phase, acceptance of Deliverable 11 (Production Deployment) will not occur before all Deliverables required for that Phase have been in production for a minimum of 60 days, and up to 90 days, all without any Level 1 or 2 errors.

The State shall have the option to run evaluate, including directing and/or performing operational testing on the dDeliverable(s) prior to aAcceptance, as applicable, at the State’s sole discretion, such tests and data sets to be specified by the State.  Where using its own data or tests, the State will have the tests or representative set of data available upon delivery.  This demonstration will take the form of a documented installation operational test will be, capable of observation by the State, and shall be made part of the Contractor’s standard documentation.  The test data shall remain accessible to the State after completion of the test.

In the event that the documented installation operational test cannot be completed successfully within the a specified acceptance period, and the Contractor or dDeliverable is responsible for the failure or delay, the State shall have the option to cancel the Contract, or to extend the testing period for an additional thirty (30) day increment or to cancel the Contract.  Such cancellation shall not give rise to any cause of action against the State for damages, loss of profits, expenses, or other remuneration of any kind.  The State shall notify Contractor of acceptance upon successful completion of the documented installation operational test.  

If the State elects to provides a deficiency statement or rejection letter Letter of Deliverable Rejection to the Contractor specifying how the Ddeliverable fails to meet the specifications/requirements within the acceptance period,.   Contractor shall correct the failure deficiency within the timeframe specified in the Notice of Deficiency or Letter of Deliverable Rejection Letter, and then resubmit the Deliverable for Acceptance by the State. If the Deliverable is again rejected, the State in its sole discretion, may either allow the Contractor to resubmit the Deliverable again for Acceptance,   or reject the Deliverable and exercise its option to terminate the Contract.   It is within the State’s sole discretion to determine the number of times the Contractor may resubmit a Deliverable for Acceptance, prior to exercising its option to terminate the Contract for rejection of a Deliverable(s).  Costs and liabilities associated with the rejection of a Deliverable shall be fully borne by Contractor. If the State exercises its option to terminate the Contract, such termination shall not give rise to any cause of action against the State for damages, loss of profits, expenses, or other remuneration of any kind.  shall have an additional sixty (60) days time to evaluate the Ddeliverable as provided herein.  If the Ddeliverable does not meet the specifications at the end of the extended testing period(s), the Department may either extend the testing period or, upon prior written notice to Contractor, may then reject the deliverable and return all defective deliverables to Contractor terminate the Contract at the State’s sole discretion.  Costs and liabilities associated with a failure of the deliverable to perform in accordance with the functionality tests or deliverable specifications during the acceptance period shall be borne fully by Contractor to the extent that said costs or liabilities
Exhibit C – Deliverable Transmittal Form

	Contractor Deliverable Information to be completed by Contractor

	Date Deliverable Presented for Acceptance: 


	Deliverable Title:
	Deliverable #:

	Deliverable Due Date (per work plan):
	Contact person(s):
	Deliverable Status:

Draft    Final  

	Date(s) Delivered to State Project Manager:

  -  Hardcopies:

  -  Electronic (soft) copy:
	Electronic Copy:

  Disk/CD/DVD Attached  

  File e-mailed to:  

	Signature:                                                                                    Date:

	State Project Manager – Fill out and sign to indicate receipt

	Below for State use only

	Date Deliverable Received:

  -  Hardcopies:

  -  Electronic (soft) copy:
	Received by:
	Document Number:  
	Number(s) of related documents: 

	State Functional Manager

  -  Name:

  -  Functional Area:
	Date Sent to State Functional Manager:
	Project Tracking Website Updated?

  Yes         No

	Additional State Reviewers

	Comments and this transmittal package are to be returned to the State Project Manager no later than the date indicated:

	Due Date
	Reviewer                                                                          Reviewer Name
	# of comments documents.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	State Functional Manager Review

	Did Deliverable meet contractual requirements?    Yes     No


	State Functional Manager Recommendation:

  Approval      Disapproval

	Comments:  

	State Functional Manager Signature:


	Date:


	MS Project Tracking Website Updated?

  Yes        No

	Before forwarding to State Project Manager, does this package contain:

  Copy of Deliverable?      Copies of all supporting documentation (email, comments, etc.)

  Draft letter of notification of approval/disapproval for project director’s signature
	Date sent to State Project Manager:

	

OITS Manager Review

	Did Deliverable meet contractual requirements?    Yes     No


	State Functional OITS Manager Recommendation:

  Approval      Disapproval

	Comments:  



	State Functional OITS Manager Signature:
	Date:


	MS Project Tracking Website Updated?

  Yes        No

	Before forwarding to State Project Manager, does this package contain:

  Copy of Deliverable?      Copies of all supporting documentation (email, comments, etc.)

  Draft letter of notification of approval/disapproval for p State Project Manager’s director’s signature
	Date sent to State Project Manager:

	  Approved

  Disapproved
	Signature:
	Date:

	State Project Manager Review

	  Approved

  Disapproved
	Signature:
	Date:


Exhibit D - Sample Letter of Deliverable Rejection

Rejection Letter

Date

To:  < Contractor >
From:  < State Project Manager >
Re:   Rejection of Deliverable < #XXX, Deliverable Name >
This letter serves as notification that your deliverable < deliverable name and number > has not met our agreed upon expectations and is rejected as of is rejected as of < rejection date >. You have < xx days/weeks/months > to rectify the defects noted below. 

< Specific reasons for rejection go here. Reference the deliverable comment form as appropriate. >

< Special instructions or next step specific to the deliverable and/or vendor go here. Describe the process to resubmit the corrected deliverable.  > 

Please retain a copy of this letter for your records.  Any questions can be directed to < Person Name >, < Contract Manager or State Administrative Manager >.
Thank you for your valued contributions to our joint success,

< State Project Manager Name >

< Project Name > State Project Manager
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Attachment I – Disaster Recovery Response Form

This form is for the Disaster Recovery Requirements in Section VI, Technical Requirements.  Failure to provide sufficient detail to the mandatory topics of this section will result in the bidder being deemed non-responsive and removed from further consideration.  With this form, the Bidder must provide a narrative providing detail for the following the State with all related Disaster Recovery documentation which will be necessary for the State’s use to incorporate the RPSv5 solution into its Disaster Recovery  process. The provided Disaster Recovery documentation must include the bulleted response items listed below, but should not be limited to only these requirements, if the Contractor discovers additional information necessary for Disaster Recovery; the Contractor must include this documentation along with the Disaster Recovery response below:

· Describe the system’s fault tolerance and disaster recovery approaches (M).
· Describe any single points of failure (M).
· Affirm that it has a Disaster Recovery/Business Continuity Plan(M)

· Affirm that it is willing to disclose to the State the comprehensive Disaster Recovery/Business Continuity Plan(M)

· Affirm that it will notify the State in the event of the activation of its Disaster Recovery Plan within the time frame specified in the Requirement.(M)
Attachment J – Security Response Form

This form is for the Security Requirement in Section VI, Technical Requirements.  Failure to provide sufficient detail to the mandatory topics of this section will result in the bidder being deemed non-responsive and removed from further consideration.  With this form, the Bidder must provide a narrative detailing the following:

· Explain how the included security tools in the proposed solution work with Standard Security Federation services (M)? 
· Explain how the Bidder will meet the State’s Policies and Standards and will prevent gaps in the secure operations of the proposed solution (M)
· Provide documentation for the Vendor’s secure coding policies and standards.  This should include documentation on how the Bidder verifies that development team members have had background checks and have had training in secure coding techniques.  (M)
· Explain how the proposed solution restricts access to the following (M):  

· Administrative tool access
· Application access
· Menu access
· Record access
· Field access
· Querying/reporting access  
· Provide documentation detailing how the proposed solution complies with the 128-bit HTTPS connections using SSL 3.0 protocol at a minimum. (M) 
· Does the proposed solution handle encryption of data at rest (D)?
· If so, explain how the proposed solution handles encryption of data at rest (D).
· Does the proposed solution handle encryption as the data is being stored?  If so, explain how the proposed solution handles encryption as the data is being stored (D).?
· Does the proposed solution handle encryption of data in flight or in process (D)?  If so, explain how the proposed solution handles encryption of data in flight or in process (D).

· Explain how the proposed solution complies with the Application Data standards storage requirements (M)?  
· Explain how the proposed solution complies with best practice security requirements (M). 
· Explain how the proposed solution complies with the no hardcoding of user ID(s) id and password(s) standards requirements (M)?
· Describe how the proposed solution is configured to restrict web browsing of the web server without user authentication (M).
· Describe how the proposed solution restricts data and database access to authorized users (M).

· Describe how the Contractor will track and remediate all security issues uncovered during the entire development life cycle, and how the Contractor will provide an independent security review before any software is deployed to the production environment (M).
· Describe how the proposed solution provides multiple authorization roles and data factoring to limit access (D).
· Describe how the proposed solution provides active monitoring and alerting of all data access (D).
· Describe the proposed solutions proactive monitoring of all network activities and blocking of suspicious activities capabilities (D).
· Does the proposed solution comply with best practice security requirements?  If so, please explain how the proposed solution complies with best practice security requirements (D)?

Attachment K – Licensing/Source Code Escrow Response Form

This form is for the Licensing Requirement in Section VI, Technical Requirements.  Failure to provide sufficient detail to the mandatory topics of this section will result in the bidder being deemed non-responsive and removed from further consideration.  With this form, the Bidder must provide a narrative detailing the following:

· Provide details of Explain how licenses are sold provided for the proposed solution. (M)
· Provide all other materials pertaining to licensing for the proposed solution. (M)
· Supply all Software License Agreements and affirm that such agreements are subject to negotiation to conform with the terms and conditions of the RFP and draft preliminary Base Contract. (M)
· State whether you can meet all of the State’s desired terms and conditions of State access to Source Code in escrow. If not, explain what cannot be met and why and provide alternatives. (D). 
